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1. OBIIME NMOJIOXKEHUSA

1.1. ITonutrka B OTHOIIEHMH 00paboTKM nepcoHanbHBIX AaHHBIX B AO Kb «KOCMOC»
(manee — IlonmuTHka) ompesenseT NMPUHIUIBL, MOPSIOK U YCIOBHUS OOpabOTKU IMepCOHATBHBIX
JAHHBIX PaOOTHUKOB baHka, MHBIX (PU3UYECKHX JIHII, YbH MEPCOHATBHBIC JaHHBIE 00padaTHIBAIOTCS
bankoM nmnpu  ocymiecTBieHMHM ~ OAHKOBCKOM  JEATETbHOCTH, a TakXKe YCTaHaBIIMBAET
OTBETCTBEHHOCTh PAOOTHHKOB baHka, HMEIONMX JOCTYI K TIEPCOHAIBHBIM JaHHBIM, 3a
HEBBITIOJIHECHUE TpeOOBaHWK HOPM 3akoHojaarenbcTBa Poccmiickoit denepanui M BHYTPEHHUX
HOPMAaTUBHBIX JOKYMEHTOB baHka, perynmupyromux o0padoTKy U 3allUTy NepCOHAIBHBIX TaHHBIX,
U TPUMEHSETCS B OTHOILIEGHUU BCEX IEPCOHAJbHBIX MJaHHbIX, oOpabareiBaembix B AO Kb
«KOCMOC».

1.2. [lonmutuka pa3paboTaHa B COOTBETCTBUUM C TpPeOOBAHUSIMH 3aKOHOJATEIbCTBA
Poccniickoit denepanuu, B TOM YUCIE!

e Tpynosoro koxekca Poccuiickoit @enepanuu ot 30.12.2001 Ne 197-D3;

o ®denepanbHoro 3akona ot 27.07.2006 Ne 152-®3 «O mepcoHadbHBIX JaHHBIX» (Iajee —
®denepanbHbiii 3ak0H Ne 152-D3);

e [lpukaz Pockomuamzopa ot 28.10.2022 Ne 179 «O06 yrBepxkaenuun TpeboBaHM K
HOTBEPIKACHUIO YHUUTOXKCHHUS TIEPCOHATBHBIX TaHHBIX» (10 01.03.2029);

e ®denepanphoro 3akoHa oT 30.12.2004 Ne 218-D3 «O KpeAUTHBIX HCTOPHUIX;

o OenepasibHOTO 3aK0HA OT 02.12.1990 Ne 395-1 «O Gankax U OaHKOBCKOW ACSITEILHOCTH
(mastee — denepanbhblil 3akoH Ne 395-1).

1.3. TepmuHbI U onpeieneHus, ucrnoibzyemsbie B [lonutuke:

ABTOMATU3HUPOBAHHAsT 00pad0TKa MEPCOHAJBHBIX JAHHBIX - 00pabOTKa MEPCOHATBHBIX
JAHHBIX C TOMOIIBIO CPEJICTB BHIUMCIUTEIbHON TEXHUKH.

Bbank — AO Kb «<KOCMOC».

biaokupoBanne mNepCcOHANbHBIX [JAAHHBIX - BPEMEHHOE TMpeKpalieHne oO0padoTKu
MIEPCOHAJIBHBIX JIAHHBIX (32 MUCKIIOUEHHUEM CydaeB, eciii 00paboTka HeoOXoauma Jjisi YTOUHEHUS
MEPCOHANBHBIX JTaHHBIX).

NudopmanuonHas cucremMa nepcoHaabHbIX JaHHbIX (nanee — MCIIIH) - coBOKymHOCTh
conepskamnxcs B 6azax baHka TaHHBIX MEPCOHANTBHBIX JAHHBIX U 00ECTIEUNBAIONINX UX 00pabOTKY
WH()OPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPEJICTB.

Kanent - ¢usnueckoe uim 10puandecKoe TUI0, HAXOsIIeecs Ha oOCIyXuBaHUH B baHke,
KOTOPBIA OCYIIECTBIISIET OAHKOBCKHME OTEpAIMH, MPEAYCMOTPEHHBIE CT. 5 U cT. 6 demepanbHOTO
3akoHa Ne 395-1.

O0e31MYMBaHUE MEPCOHANbHBIX JAHHBIX - JICUCTBUS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM 0€3 HCMOIb30BaHUS JOMOIHUTENEHON HHPOPMAIMK ONMPEIEIUTh MPUHAATIE)KHOCTh
MIEPCOHAIIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY NMEePCOHAIBHBIX JaHHBIX.

O0paGoTka mepcoHAJbHBIX JAAHHBIX - J00OE JeiicTBUe (omeparusi) WIH COBOKYITHOCTb
neiicTBuil (omepanuii), COBEpLIAEMBIX C HCIOJb30BAHUEM CpPEICTB aBTOMAaTU3allUd WM 0e3
UCIIONIB30BAaHUsI TaKUX CPEJICTB C TMEPCOHAIbHBIMU JIAaHHBIMH, BKJIIOYas cOOp, 3aIlucCh,
CHUCTEMaTH3aIiI0, HAKOIUICHUE, XpaHEeHHWe, yTOYHeHHe (O0OHOBIEHWE, M3MEHEHWE), W3BJICUCHHE,
UCIIONIb30BaHUe, TMepenaudy (pacrnpocTpaHEeHHe, TPEeJOoCTaBlIeHHe, MAOCTYyI), OO0e3IMYUBaHUE,
OJIOKMpOBaHKE, yIaJIeHUEe, YHUUTOKEHUE TIEPCOHATBHBIX TAHHBIX.

Oneparop nepcoHaabHbix AaHHbIX (omepatop) — AO Kb «KOCMOC», ropuanueckoe
JUI0, CaMOCTOSATETLHO WJIM COBMECTHO C JPYTUMH JIMIIAMH OpraHusyomue u (Win)
ocylIecTBIstone 00paboTKy MEPCOHANBHBIX JaHHBIX, a TAKXKE OMPEENoNre ean o0paboTKu
MEPCOHANIBHBIX JaHHBIX, COCTaB TMEPCOHATBHBIX JAHHBIX, MOJICKANIUX O00paboTKe, ICHCTBUS
(omepanuun), coBepiaeMble ¢ IEPCOHATBHBIMU TaHHBIMH.

IlepconanbHble naHHbIe - J00as MHOpPMAIMS, OTHOCSIIASACA K MPSIMO WM KOCBEHHO
OTIpeICIEHHOMY WU OTpeeNiieMOMYy (DPU3HUECKOMY JHITY (CYOBEKTY NEPCOHANBHBIX JaHHBIX ).
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IIpenocraBiieHHe TNEPCOHAJBHBIX JAHHBIX - JCHCTBUS, HANpaBJICHHbIE Ha PAaCKpbITHE
NEPCOHAIBHBIX JAHHBIX OIPEIEICHHOMY JIHUILY WIH OIPEAEIEHHOMY KpPYTY JIULI.

IIpeacraBurens KiameHTa - 1MIl0, COBEpIIANONIEEe CACIKY OT MMEHM M 10 IOPYYECHUIO
apyroro Juna (MpeAcTaBiIseMOro, JOBEPUTENA) B CHUIY IIOJHOMOYMS, OCHOBAaHHOTO Ha
JIOBEPEHHOCTH, yKa3aHUM 3aKOHA JIMOO aKTe YINOJIHOMOYEHHOIO Ha TO IOCYJapCTBEHHOI'O OpraHa
WIM OpraHa MECTHOTO CaMOYTIPaBJIEHUS, K KOTOPOMY OTHOCSTCS:

e 11000€ (U3NYECKOEe WIN FOPUAMYECKOE JIUIO, JEHCTBYOIIEE OT UMEHU U IO MOPYYCHHIO
KnueHnra Ha OCHOBaHMHU 1I0BEPEHHOCTH;

¢ (u3MYecKoe NI, ACHCTBYIOIIEEe OT UMEHHU U 10 nopy4yeHuto KnuenTa B cuily 3aKkoHa MU
YUPEIUTEIbHBIX JOKYMEHTOB (EIMHOJIMYHBIN MCIIOJIHUTENbHBIA OpraH HOPUAMYECKOrO JIUIA,
POIMTENH, JOIKHOCTHBIE JIULA OPTaHOB OIEKU U T.I1.).

PaGoTHuk — ¢usmyeckoe MO, C KOTOPHIM bBaHKOM 3akiroueH TpyAOBOW JOroBop Ha
BBINOJIHEHHUE ONPE/IEIECHHBIX TOJKHOCTHBIX 0053aHHOCTEH.

PacnpocTpaHeHHe NepCcOHAJIBbHBIX AAHHBIX - JEHCTBUS, HAIpaBJICHHbIE HAa PacKpbITUE
NEPCOHAIbHBIX JAHHBIX HEONPEAEICHHOMY KPYTY JIUII.

Cy0beKT NnepcoHAJNBHBIX JAHHBIX — (DU3MYECKOE JIMIO, B OTHOLICHHH KOTOporo bankom
HIPOBUAUTCS 00pabOTKa €ro NepCOHANbHBIX JIaHHBIX.

TpancrpannyHasi nepefaya MepcOHAJBHBIX JAHHBIX - IIepe/lada NePCOHAIBHBIX JTaHHBIX
Ha TEPPUTOPUI0 HMHOCTPAHHOIO TOCYJapCcTBa OpraHy BJACTH HWHOCTPAHHOIO TOCYyJapCcTBa,
MHOCTPaHHOMY (PU3MYECKOMY JIMITY WM HHOCTPAHHOMY IOPUANYECKOMY JIUILY.

YHHMYTOKeHHe NMEePCOHAIBHBIX JAHHBIX - JICHCTBHS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MO>KHBIM BOCCTAaHOBHUTbH COZEpkaHHe nepcoHanbHbIX JaHHbIX B UCII/IH u (unun) B pe3ynbrare
KOTOPBIX YHUUTOXKAIOTCSI MaT€pUaAIbHbIE HOCUTENIN IEPCOHANIBHBIX JIaHHBIX.

1.4. baak B coorBercTBUU ¢ DepepanpHbiM 3akoHOM Ne 152-D3 sBisercst omepaTtopom,
OPIaHU3YIOIUM M OCYIIECTBIISIOIUM 00pabOTKy NEPCOHATIBHBIX JAHHBIX, a TAKXKE ONPEIEISIOIIUM
1EJTN U CoJIep KaHue 00pabOTKH MepCOHAIBHBIX JTAHHBIX.

1.5. Ilpu omnpenenenun oObemMa U conepkaHusi, oOpabaTeiBaeMblX baHKOM MepCcOHaNbHBIX
naHHbIX, bank pykoBoactByercs Koncrutynuen Poccuiickoit ®enepanuu, TpyaoBeIM KOIAEKCOM
Poccuiickoit ®enepanuu, uHBIMEH (eaepanbHBIMU 3aKoHamu  Poccuiickoit  ®Deneparuu,
HOpMaTUBHBIMM akTamMu banka Poccuu 1 BHyTpeHHMMH HOPMaTUBHBIMU JIOKyMEeHTaMu baHka.

1.6. ITonoxenus [loMUTHKM pacmpoCTpaHSAIOTCA HA OTHOLIEHMS MO 0O0paboTKe U 3alluTe
NEPCOHAIbHBIX JAHHBIX, NMOIYYeHHbIX baHKOM Kak 10, Tak ¥ nocie yrBepxkaeHus [lonmutuku, 3a
VCKJIIOYEHHEM CJIy4aeB, KOTJa M0 MPUYMHAM [PaBOBOTO, OPTaHM3AlMOHHOIO M MHOTO XapakTepa
nosio>keHus [lonuTUKY HE MOTYT OBITH PaCHpPOCTPAaHEHbl Ha OTHOIIEHUS MO 00padOTKe W 3aluTe
NEPCOHAIBHBIX JaHHBIX, TOJIYYEHHBIX J0 €€ YTBEPKICHUS.

1.7. Bo ucnonHenne TpeboBanmii 4. 2 cr. 18.1 denepanpHoro 3akoHa Ne 152-@3 TTonmutuka
nyOiuKyeTcs B CBOOOJHOM JOCTyIE B MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON cetu MHTepHeT
Ha caiite baHka.

1.8. Ecmu B oTHomeHHusx ¢ baHKOM y4acTBYIOT HacieIHUKHU (TPaBOIPEEMHUKH) U (WIIN)
MPEJICTaBUTENIN CyOBEKTOB TMEpPCOHANBHBIX JAaHHBIX, TO bBaHK CTaHOBUTCS oOlepaTtopoM
NEPCOHATBHBIX JAHHBIX JIUII, IPEJCTABISIOMNX YKa3aHHBIX CyObEKTOB.

[Tonoxxenus IlonmuTukn W Jpyrue BHYTPEHHHE HOpPMaTHBHBIE JOKyMEHTHl banka
pacIpoCTPaHAIOTCS Ha ciay4au OOpabOOTKM M 3alMThl NEPCOHAIBHBIX JAHHBIX HACIEIHUKOB
(mpaBONpPEEMHUKOB) U (MJIM) TpeacTaBUTeNel CyOBhEKTOB MEPCOHATBHBIX JaHHBIX, 1aXe €CIU ITH
JMIIa BO BHYTPEHHUX HOPMATHUBHBIX JTOKyMEHTax baHka mpsiMoO HEe YMOMMHAIOTCS, HO (PaKTHYECKU
Y4acTBYIOT B IPaBOOTHOIICHUSX ¢ baHkoMm.

2. MIPUHIUIIBI U HEJIU OBPABOTKH HEPCOHAJIBHBIX IAHHBIX

2.1. IlpuHuMNBI 00PAOOTKY MEPCOHATBHBIX TaHHBIX.
Jlns  oOecnedeHuss 0e30MacHOCTH TEPCOHANBHBIX JTaHHBIX bBaHK pPYKOBOACTBYETCS
CJICAYIOIIMMH TIPUHITAITAMU:
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1) 3aKOHHOCTB: 3alWTa IEPCOHAIBHBIX JaHHBIX OCHOBBIBACTCS HAa ITOJIOXKEHHSX
HOPMATHUBHBIX  TPAaBOBBIX  aKTOB M  METOAWYECKHX  JOKYMEHTOB  YIHOJHOMOYEHHBIX
roCyJapCTBEHHBIX OPraHOB B 00JacTH 0OPaOOTKHU M 3alUThI IEPCOHAIBHBIX IaHHBIX;

2) CHCTEeMHOCTB: 00pa0OTKa MEePCOHAJBHBIX JaHHBIX B BaHKe OCYyLIECTBISETCS C Y4eTOM
BCEX B3aMMOCBSI3aHHbIX, B3aUMOJICHCTBYIOINX U U3MEHSIOIINXCSI BO BPEMEHH 3JIEMEHTOB, YCIOBUI
U (aKTOpoB, 3HAYMMBIX ISl MOHMMAHHUS W peIIeHHs MpoOsieMbl obecrieueHus: 0e30MacHOCTH
HEPCOHAIbHBIX JAHHBIX;

3) KOMIUIEKCHOCTB: 3allMTa IEPCOHAIBHBIX JAaHHBIX CTPOHMTCS C WCIOJIb30BAHUEM
(YHKUMOHAJIBHBIX ~ BO3MOXKHOCTEH  HMH(OPMALlMOHHBIX  TEXHOJIOTUMHM, pEaJM30BaHHBIX B
uHpopMannoHHbIX cucreMax banka (manee - MC) m apyrux umeromuxcs B banke cuctem u
CPEZCTB 3allUTHI;

4) HempepBIBHOCTH: 3alllMTa MEPCOHAIBHBIX IAHHBIX OOECIIEYMBAETCS HAa BCEX ATalax HMX
00pabOTKH U BO BCEX peKUMax (PYHKIIMOHUPOBAHMS CUCTEM OOpPaOOTKU MEPCOHAIBHBIX JaHHBIX, B
TOM YHCJIE ITPH MPOBEACHUU PEMOHTHBIX U PErJIaMEHTHBIX paboT;

5) cBOeBpeMEHHOCTBb: MeEpbl, O0ECICUMBAIOIINE HAICKAIINA YPOBEHb OE30MIaCHOCTH
NEPCOHANBHBIX JaHHBIX, IPUHUMAIOTCS JJO Hadaina X o0padoTKH;

6) mnpeeMCTBEHHOCTh W HENPEPHIBHOCTh COBEPIIEHCTBOBAHMS: MOJCPHU3AIMSA U
HapalliBaHUE MEpP M CPEJACTB 3aIIUTHl MEPCOHAIBHBIX JTAHHBIX OCYIIECTBIIIETCS HA OCHOBAHHHU
pe3ysbTaTOB aHaU3a MPAKTHUKK 00pabOTKM NEpCOHANbHBIX JTaHHBIX B baHke ¢ yueToM BBIABICHHUS
HOBBIX CIIOCOOOB ¥ CpEACTB peanu3aluil  yrpo3 Oe30IacHOCTH MEpPCOHANBHBIX JIaHHBIX,
OTEYECTBEHHOI'0 M 3apy0eKHOTr0 OMbITa B cepe 3alMThl HH(OPMALIHH;

7) mepcoHaJbHAsi OTBETCTBEHHOCTb. OTBETCTBEHHOCTh 3a oOeccIieueHHe OC30MacHOCTH
HNEepCOHANbHBIX JIaHHBIX Bo3inaraercsi Ha PabGoTtHukoB banka B mpenenax ux oOs3aHHOCTEH,
CBSI3aHHBIX ¢ 00Pa0OTKOM M 3alIUTON MEPCOHATBHBIX JAHHBIX;

8) MuHHMH3anusl WpaB JOCTYHAa: [IOCTYNl K IEPCOHAIbHBIM JaHHBIM IPEIOCTABIISCTCSI
PabGotHukam banka TONBKO B 00BeMe, HEOOXOAMMOM JIJIsl BBIOJHEHHS WX JIOJDKHOCTHBIX
00s13aHHOCTEH;

9) rudkocTh: OOCCICUCHUE BBIMOJHCHUS (YHKIMHA 3aIIUTHl MMEPCOHAIBHBIX JaHHBIX TPU
U3MEHeHMH XapakTtepucTtuk ¢yHkuuonuposanuss HMCIIJIH, a Takke oObemMa M cocTaBa
00pabaTbIBaeMbIX IEPCOHATIBHBIX IaHHBIX;

10) OTKpBITOCTH AJTOPUTMOB W MEXAaHH3MOB 3alMUTBI: CTPYKTYpa, TEXHOJOTHH |
QITOPUTMBI  (DYHKIIMOHUPOBAHUS CHCTEMBI 3alllUTHl TEPCOHANBHBIX NaHHBIX banka (nmamee -
C3I1/1H) He nar0T BO3MOKHOCTH IPEOJI0JICHHS UMEIOIIMXCsl B baHke crcTeM 3aluThl BO3MOKHBIMU
HapYIIUTEISIMHI 0€301MaCHOCTH TIEPCOHAIBHBIX JTAHHBIX

11) nay4yHasi 000CHOBAHHOCTb H TeXHHYeCKasi Peain3yeMOCTh: YPOBEHb Mep 110 3alHTe
NEPCOHANBHBIX JAHHBIX OIPEICISIeTCS COBPEMEHHBIM YPOBHEM pa3BUTHS WH(POPMAIIMOHHBIX
TEXHOJIOTUH U CPEACTB 3alUThl HH(OPMAIIUH;

12) cnenmanu3zamusi W npodeccMOHANM3M: peaiu3anus Mep M0  00eCleueHHIO
0€3011aCHOCTH MEepPCOHANBHBIX MaHHbIX M skcmryaTanus C3IIH ocymectBistorcss PabGoTHukamu
banka, nMeronMu He0OXO0IMMBIE JIJISl STOTO KBATHM(UKAIMIO U OTIBIT;

13) >¢dexTHBHOCTH MpoUenyp OTOOPa KaapoOB M BHIOOPAa KOHTPAreHTOB: KaJpoBas
nonuTrka baHka mpegycMmarpuBaeT TIIATENBHBIA MOAOOp TMEepcoHaNa M MOTHBAIUI0 PabOTHHKOB
banka, MNO3BOJAIONIYI0 HWCKIIOYHUTh WJIM MHUHUMHU3UPOBATH BO3MOXXHOCTh HApyUIeHUS WMHU
0€30IaCHOCTH TIEPCOHAIBHBIX JAHHBIX; MUHHMH3ALUS BEPOSTHOCTH BO3HHKHOBEHHS YIPO3BI
0€30I1aCHOCTH MEPCOHATIBHBIX JaHHBIX, HCTOYHUKHA KOTOPBIX CBSI3aHBI C YEJIOBEYECKUM (haKTOPOM,
oOecrieunBaeTcsl TONyYeHHEM HauOosiee TIONHOW WHGOpMAMKM O KOHTpareHTax baHka [0
3aKJIFOYEHHS JIOTOBOPOB;

14) wHaOmoaaeMOCTh M NPO3PAYHOCTB: Mepbl 10  O0ECHeueHH0  0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX JOJDKHBI OBITH CIJITAHMPOBAHBI TaK, YTOOBI Pe3yJabTaThbl MX MPUMEHEHUS
ObUTH sIBHO HaOromaeMbl (IIPO3payHbl) M MOTJIM OBITH OILICGHEHBI JIMIIAMH, OCYIIECTBIISIOIIMMHI
KOHTPOJIb;
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15) HempepbLIBHOCTH KOHTPOJISI U OUEHKH: YCTAaHABIHMBAIOTCS MPOLEAYPhI MOCTOSHHOTO
KOHTPOJISI MCIIOIB30BAHMSI CHCTEM OOpabOTKM M 3allUThl MEPCOHANBHBIX TAHHBIX, a PE3YJIbTAThI
KOHTPOJI PErYISPHO aHATU3UPYIOTCA.

2.1.1. O6paboTka mepcOHAIBHBIX TaHHBIX B baHke orpaHMYMBaeTCS JOCTHXKEHHEM bankom
KOHKPETHBIX, 3apaHee OMPEACIICHHbIX U 3aKOHHBIX LIeJIeH.

2.1.2. OOpabarpiBacMble IMEPCOHAIBHBIC JaHHBIE YHUYTOXKAIOTCS JHUOO 00€3TUYMBAIOTCS
10 TOCTIKEHUM 1iesiell o0paboTKM WM B cllydae yTpaThl HEOOXOAMMOCTH B JOCTH)KEHHU STHUX
eJIeH, €CIIM UHOE HE TIPEIyCMOTPEHO (erepabHbIM 3aKOHOM.

2.2. IlepconanbHble JaHHBbIe 00padaThIBalOTCsl B banke B messix:

eo0ecrieueHHsI 3alIUTBI MPaB M CBOOOJ YEJIOBEKa M TpaKJAaHWHA TpH 0O0pabOTKe ero
MEPCOHAJIBHBIX JAHHBIX, B TOM YHUCJE 3allUThl MpPaB HAa HENPUKOCHOBEHHOCTh YACTHOM KU3HH,
JIUYHYIO U CEMEHHYIO TaliHy;

® OCYLIECTBIICHUSI BO3JI0)KEHHbIX Ha baHk 3akoHomarensctBoM Poccuiickoin ®denepauuun
GbyHKIMI B cooTBeTcTBUU ¢ HamoroBeiMm komekcom Poccuiickoit ®denepanuu, ¢enepaibHBIMU
3aKoHamMH, B yacTHOCTH: "O GaHkaX M 0aHKOBCKOH nesrenbHocTH", "O KpeauTHbIX ucTopusx', "O
MPOTUBOJICUCTBUM JIETAIH3AMNA (OTMBIBAHUIO) JAOXOJOB, MOJYYCHHBIX MPECTYIHBIM TyTeM, U
dbunaHcupoBanuio Teppopusma', "O BaTIOTHOM PeryjiMpoOBaHMM U BallOTHOM KoHTpoise", "O
peiHKe 1eHHBIX Oymar", "O HecocTosTenbHOCTH (OaHKPOTCTBE) KpeAWTHBIX opranmzanuii”, "O
CTpaxOBaHWM BKJIaJ0B (buznyecKux aui; B Oankax Poccwmiickoit ®eneparuun”, "OO
WHIMBUAYAIbHOM (TIEpCOHU(UIIMPOBAHHOM) YY€Te B CHUCTEME O0S3aTEIbHOTO TIEHCHOHHOTO
crpaxoBanus", "O mNepcOHAIbHBIX JAaHHBIX', HOPMAaTUBHBIMM akTaMu banka Poccum, a Takxke
YcTraBoM 1 HOpMaTUBHBIMU JOKyMEHTamMu baHka;

®3aKJIIOUYEHHUS, HUCIOJIHEHMS, NPEKpalleHUs TPaKJAHCKO-IIPABOBbIX  JOTOBOPOB  C
Knuenramu/konTpareHraMmn  baHka B COOTBETCTBHHM C  3aKOHOJATEIBCTBOM  Poccuiickoit
®enepanuu;

e OpraHM3aliu KajapoBoro ydera baHka, 3ak/IFOUeHHMS] W HCIIOJIHEHHS 0053aTeNbCTB 10
TPYIOBBIM U TPa)XJAaHCKO-TIPABOBBIM JIOTOBOpAM; BEICHUS KaJpOBOrO JEJIONPOU3BOICTBA,
conericTBusl PaboTHHKAM B 00y4eHHH U MPOJIBUKECHHUH TI0 CIY»KO€, MOJIh30BaHUS Pa3IMYHOTO BUIA
JBIOTaMH, WCIIOJTHEHHUS! TpeOOBaHWU HAJOTOBOTO 3aKOHOJATENHCTBA B CBSI3M C MCUYUCICHHEM H
yIJIaTOM Hajgora Ha JO0XOAbl (U3MYECKUX JIMI[, TEHCHOHHOTO 3aKOHOJATeNbCTBA MPH
(GOpMHUpPOBAaHUHM W TPEJCTABIECHUHA TEPCOHU(PHUIIMPOBAHHBIX JIAHHBIX O KaXJIOM ToOJydarese
JIOXOJ/IOB, YUMUTHIBAEMBIX MPH HAYMCICHUH CTPAXOBBIX B3HOCOB Ha 00s3aTelbHOE MEHCHOHHOE
CTpaxoBaHME€ U OOEeCMeYeHMs, 3aMOJIHCHHUS TEPBUYHON CTAaTHCTHUYECKOW JOKYMEHTAI[MH, B
COOTBETCTBUU C 3aKoHonarenbCcTBOM Poccuiickoit @Penepauuu, YCTaBOM H  BHYTPEHHUM
HOPMATHBHBIMH JIOKyMeHTaMH banka;

® PaCCMOTpPEHHUsI OOpaIeHHI TPaXKIaH;

e IpUBJICUEHUS U 0TOOpa KaHAUJATOB Ha padoTy B baHk;

® [IpUEM U OTIPABKA KOPPECTIOHICHIINH;

e oOecrieueHus MPOMYCKHOTO peXKuMa Ha 00bekTax baHka.

3. IPABA CYBBEKTA NIEPCOHAJIBHBIX IAHHBIX

CyObeKT nepcoHaibHbIX JaHHBIX UMEET MPaBoO:

3.1. Ha mnonyuenue mnpu oOpameHMH MO0 NpH HANpaBIEHUM IHCBMEHHOTO 3arpoca
Cy0ObeKTa nepcoHaIbHBIX JaHHBIX WIN €ro MpeacTaBuTeNs nHdopMaluu, Kacatouieiics o00padboTku
€ro NEPCOHAIBHBIX JaHHBIX, B TOM YUCIIE COJEPKALIYIO:

1) nonTBepkaeHue Gakta 00pabOTKH MEPCOHATIBHBIX TaHHBIX baHKOM;

2) paBOBBIE OCHOBAHUS U LIeIM 00paOOTKU MEPCOHANBHBIX TaHHBIX;

3) nenu u npuMeHsieMble bankoM crioco6sl 00paboTKK NEPCOHANIBHBIX JaHHBIX;

4) HaMEHOBaHME M MECTO HaxoXXJeHWs baHka, CBeleHHS O IOPUIMYECKUX U (PU3UUECKUX
avnax (3a uckiroueHueM PaOoTHHKOB baHka), KOTOpble UMEIOT JOCTYI K NMEPCOHAIBHBIM JaHHBIM


consultantplus://offline/ref=36A43BC91B8D78CFCD45A645EE5D79056EE2C276F17A073219D0D3E5FAEDO4N
consultantplus://offline/ref=36A43BC91B8D78CFCD45A645EE5D79056EE2C276F17A073219D0D3E5FAEDO4N
consultantplus://offline/ref=36A43BC91B8D78CFCD45A645EE5D79056EE1C477F87A073219D0D3E5FAEDO4N
consultantplus://offline/ref=36A43BC91B8D78CFCD45A645EE5D79056EE1C477F87A073219D0D3E5FAEDO4N

Honumuxa 6 omuowenuu oopabomru nepcoranvuvix oannvix ¢ AO Kb « KOCMOCy

WM KOTOPBIM MOTYT OBITh PACKPBITHI MEPCOHANBHBIE JaHHbIE HA OCHOBAaHUU JO0roBopa ¢ baHkom
wIn Ha ocHoBaHMM DenepanbHOro 3akona Ne 152-03;

5) oOpabaTbiBaeMble NIEpPCOHANIBHBIE JaHHBIE, OTHOCALINECS K COOTBETCTBYOIIEMY CyObeKkTy
MEPCOHANIBHBIX JIaHHBIX, UCTOYHUK MX TMOJYYCHHS, €CJId MHOW MOPSIOK IMPEICTABICHUS TaKHX
JIAHHBIX HE NpeaycMoTpeH DenepanbHbIM 3akoHOM Ne 152-D3;

6) cpoku 00pabOTKM EPCOHABHBIX JAHHBIX, B TOM YHCIIE CPOKU UX XPAHCHUS;

7) mnopsgok ocyuiectBieHus CyObeKTOM NEpCOHAIBHBIX IMpaB, MPEeIyCMOTPEHHBIX
[Tonutukoit u @enepanbHbIM 3aKkoHOM Ne 152-D3;

8) mHbopmalrio 00 OCYIIECTBICHHON WM O MpPEAnojiaraeMoil TpaHCTpaHWYHOU Iepeaaye
JTAHHBIX;

9) HamMmeHOBaHHME WM (aMIIHIO, WUMs, OTYECTBO M aapeC JIHIA, OCYIIECTBISIONIIETO
00paboTKy MepCOHANBHBIX JaHHBIX MO MOopydeHuio baHka, ecnu 00paboTKa mopydeHa uiu OynaeT
MopyyYeHa TaKOMY JIUILY;

9.1) madopmariiio o criocodax ucroHeHus: bBaHKOM 005S3aHHOCTEH, YCTaHOBICHHBIX CTAThEH
18.1 Hacrosmero deaepaibHOro 3aKOHa;

10) wHBle CcBeAcHHs, MpeaycMoTpeHHble DenepanbHbiM 3akoHOM Ne 152-03 wnm WHBIMU
dbenepanbHbpIMU 3aKOHaMU Poccutickoit Deaepanmm.

3.2. Ha cBoOOAHBII OecrulaTHBIN TOCTYN K CBOMM IE€PCOHAIBHBIM JAHHBIM, BKIIIOYAsl MPABO
Ha TIONy4yeHHE KOMHM IJI000M 3amucH, coaepikalleil NMepcoHalbHbIE IaHHBIE, 32 HCKIIIOUEHUEM
ciIy4aeB, peaycMoTpeHHBIX DenepanbHbiM 3aKkoHOM Ne 152-D3.

3.3. Ha onpenenenue cBOUX MpeACTaBUTENEH JIJIS 3aIIUTHI CBOUX IEPCOHATBHBIX TaHHBIX.

3.4. Ha tpebGoBanue 00 YTOYHEHHH €r0 IMEPCOHATBHBIX TAHHBIX, UX OJOKHPOBAHUH WIIH
VHUUTOXKEHUU B CIlyyae, €CJIM MEepPCOHANbHbIC NaHHBIC SBJISIIOTCS HEMOJHBIMH, YCTApEeBIIMMH,
HETOYHBIMU, HE3aKOHHO TMOJYyYEHHBIMU WA HE SABJISIOTCS HEOOXOIMMBIMHU JJIsi 3asBJICHHOW II€JIH
00paboTKH.

3.5. Ha TtpeboBanme o mpekpameHun oOOpabOTKH CBOMX IEPCOHANBHBIX JIAHHBIX,
OCYLIECTBIISIEMOM B LIEJSAX MPSIMOTO MapKETUHTA.

3.6. Ha oT3bIB coracust Ha 00pabOTKY MePCOHANBHBIX JTaHHBIX.

3.7. Ha oGxanoBanue AeicTBuil mwin Oe3neiicTBUil baHka B yIOJTHOMOYEHHOM OpraHe Io
3amure npaB CyObEeKTOB NMEPCOHANTBHBIX JAHHBIX WM B CYZACOHOM IMOPSIIKE.

3.8. Ha 3amuty cBoMX MpaB ¥ 3aKOHHBIX HHTEPECOB, B TOM YHCIIE Ha BO3MEIICHHE YOBITKOB U
(uM) KOMIIEHCAIMI0 MOPaIbHOIO BpEIa B Cy1I€OHOM IMOPSIJIKE.

4. OBSI3AHHOCTD BAHKA KAK OIIEPATOPA OCYIIECTBJIAIOIIINM
OBPABOTKY NEPCOHAJIBHBIX JAHHBIX

bank o6s13aH:

® HICITOJIB30BATh TOJIYYCHHYIO HMH()OPMAIMIO WCKIIOYATEIBHO IS IIeJiel, YKa3aHHBIX B
[TonmutHke;

e 00ecreunTh XpaHeHUue KOoH(UISHIMATbHOW WHGOpMAIMu B TaifHe, HE pasriamarh 0e3
MPeBApUTENLHOTO MUChbMEHHOTO paspenieHus CyObekTa MEepCOHANBHBIX JaHHBIX, a TaKke He
OCYIIECTBIIATh TIPOJAXKY, OOMEH, OIMyOJIMKOBaHWE, OO pasrialmieHue WHBIMH BO3MOXHBIMU
crocobaMu TiepeaHHBIX MEePCOHATBHBIX NAaHHBIX CyOBEKTa, 32 MCKIIOUEHUEM MPETYCMOTPEHHBIX
[Monutukoit u @enepanbHbIM 3aKkoHOM Ne 152-D3;

e IPUHUMATh MEphl HEOOXOAMMBIE U  JOCTAaTOYHBbIE [N  OOECIeueHUs  3aIIUThI
KOH(UICHIIMATLHOCTA TEPCOHANBHBIX JTaHHBIX CYOBEKTY COTJIACHO TMOPSAKY, HCIIOJNb3yeMOMY B
1essX HHGOPMAIIMOHHON 0€30TTaCHOCTH;

® OCYIIECTBUTH OJOKHMPOBAHUE MEPCOHATBHBIX JAHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOLIEMY
CyOBEKTYy, C MOMEHTA OOpAIICHUS UM 3apoca CYObEKTa WM €T0 3aKOHHOTO MPEJCTaBUTENS JTN00
VIIOJJHOMOYEHHOTO OpraHa IO 3alluTe MpaB CYOBEKTOB IMEPCOHAIbHBIX JaHHBIX Ha TMEpUOJ
MPOBEPKHU, B CIy4ac BBISBICHUS HEIOCTOBEPHBIX IMEPCOHANBHBIX JAHHBIX WM HEMPaBOMEPHBIX
IEUCTBUI.
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5. COCTAB IIEPCOHAJIBHBIX JAHHBIX

5.1. [lepeuens nonayyaeMbix baHKOM MepcoOHaANBHBIX JAHHBIX, MOJJICKAIINX 3anuTe B baHke,
3aBHCUT OT LN 00pabOTKU MEPCOHANTbHBIX TaHHBIX.

[lepeuenp mepcoOHANbHBIX  JaHHBIX, OOpabaTbiBaeMblx B  baHke, yTBepkaaercs
OpraHU3aIMOHHO-PACHIOPSAUTENLHBIM JOKyMeHTOM baHka.

5.2. B 3aBucumoct ot CyObeKTa MepcoHaIbHBIX JaHHBIX, baHK moiydaer u oOpadbareiBaeT
CJIeIyIOIINE KaTerOPUH MEePCOHATBHBIX JAHHBIX:

5.2.1. Ilepconanbubie nanHeie PaborHuka banka — uH(opmarus, HeoOxoaumas banky B
CBSI3M C 3aKJIIOYaEMbIM W/WJIM 3aKIIOYEHHBIM TPYIOBBIM JIOTOBOPOM U Kacarolascs KOHKPETHOTO
Pabornuka banka;

5.2.2. IlepconanbHble JaHHBIC akuoHepoB banka, addumpoBannbix nui, banka w/wam
paOOTHUKOB IOPUIMYECKUX JIHIL, SBISIOIUXCA adUHUPOBAHHBIMU JHMLAMH banka w/wmu nui,
OKa3bIBAIOUINX CYIIECTBEHHOE BIMsHHME - WH(popmanus HeoOxomumas baHky ans oTpakeHus B
OTYETHBIX JOKYMEHTaX O JesATeNbHOCTH baHKka B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOAATEIHCTBA
Poccuiickoit denepannu, HOPMAaTUBHBIX akToB banka Poccun W BHYTPEHHHX HOPMATHUBHBIX
JIOKyMeHTOB baHka;

5.23. IlepconanbHble  naHHble  KiHMeHTa/KOHTpareHTa, MEpPCOHAIbHBIE  JaHHbBIC
npencraButeneil Knmenrta/kontparenra - wH(popMamnus, HeoOxoaumas baHKy IUIsi BBIOTHEHHUS
OaHKOBCKOM JesTeNbHOCTH, B TOM 4YHUCJIE JJsl BBIIOJIHEHUS CBOMUX O0OS3aTENIbCTB B paMKax
JOTOBOPHBIX ~OTHOWmIEHHHA ¢ KIMEeHTOM/KOHTpareHTOM, W Ui BBHINOJHEHUS TpeOOBaHMIA
3akoHoaarenbcTBa Poccuiickoit denepaiuy, HOPMAaTUBHBIX akTOB banka Poccum u BHYTpeHHHX
HOPMATUBHBIX TOKyMEHTOB baHka.

5.2.4. IlepcoHanbpHble JaHHBIC UHBIX JIMI, B TOM YKcie noceTureneil banka.

6. YCJIOBUSI OBPABOTKHU NEPCOHAJIBHBIX TAHHBIX

6.1. OOpaboTka mepcoHaNbHBIX JaHHBIX B baHke ocymecTBiaseTcs ¢ COOJIOJCHUEM
MPUHIIMIIOB U MpaBUJ, penycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3 u [Tonutukoi.

6.2. YBenomiieHMe YNOJHOMOYEHHOr0 OpraHa mo 3amuTe npaB cy0beKToOB
NMEePCOHATBbHBIX JAHHBIX 0 HaYaJie 00pPa0O0TKH NMEePCOHAIBHBIX JAHHBIX.

6.2.1. bank no Havanma OOpabOTKM NEPCOHANBHBIX JAHHBIX YBEJOMIISIET YIOJIHOMOYEHHBIN
OpraH 1O 3allUTe NMpaB CYObEKTOB MEPCOHAJIBHBIX JaHHBIX O CBOEM HAMEPEHUH OCYIIECTBISATH
00paboTKy NMepCOHABHBIX JIAHHBIX, 32 UCKIIFOUCHUEM ClTyyaeB 00pabOTKH MEPCOHAIBHBIX TaHHBIX '

e BrIOUeHHBIX B rocynapcrseHHble MCII/IH, co3nanHble B LesSX 3alluThl 0€30IacHOCTH
rocy/apcTBa M 00IIECTBEHHOTO MOPSIIKa;

e B ciyyae, eclid OaHK OCYLIECTBISET AEeSITEIbHOCTh 10 00paboTKe MepPCOHATBHBIX JaHHBIX
UCKJTIOUUTENIFHO 0€3 UCIOIb30BaHUS CPEACTB ABTOMATH3AIHH.

6.2.2. YBenomiieHuE O HAMEPEHUH OCYIIECTBIIATh 00paOOTKY MEpPCOHANbHBIX JaHHBIX (Jaee
— YBeJOMJICHHE) COCTaBJISIETCS B IPOM3BOJIBHOM (hopMe ¢ ydeToM o00s3aTelbHBIX CBEICHU,
ycraHOBIeHHBIX 1.3 c1.22 @enepanpHoro 3akoHa Ne 152-@3. B cnyyae HampaBieHUs
YBenomiieHus B BUIE:

® TOKyMEHTa Ha OyMa)XHOM HOCHTEJIe, MOAMMUCHIBAETCS YIMOJIHOMOYEHHBIM JuIloM baHka u
3aBepsieTcs nevyaTbio banka nim

® 3JIEKTPOHHOIO0 JOKYMEHTA, IMOJIMUCBHIBAETCA JJIEKTPOHHON IOANKCHIO B COOTBETCTBHM C
TpeOOBaHUSIMU 3aKOHOIaTeIhCTBA Poccutickoit denepammm.

6.2.3. B cinyuae M3MEHEHHUs CBEJIEHUM, yKa3aHHBIX B YBEIOMIIEHHWH, a TaKXK€ B CIydyae
npeKpameHns: 00paboTKM MEepCOHAIbHBIX JaHHbIX BaHk yBenomisieT 00 3TOM YIOJIHOMOYEHHBIN
OpraH Io 3alluTe MpaB CyObEKTOB MEPCOHAIBHBIX JTaHHBIX B TeueHue 10 (mecsaTH) pabouux gHEH ¢
JaTbl BO3HUKHOBEHUS TAaKUX W3MEHEHMH MIIM C JaThl MpEKpalleHuss oOpabOTKH IMEepCOHATbHBIX
JaHHBIX.

6.3.B banke OpraHU3alMOHHO-PACIOPAIUTEIbHBIM JOKYMEHTOM HazHayaeTcs
OTBETCTBEHHOE JIMIO 32 OPTaHU3aALMI0 00paOOTKHU EPCOHABHBIX JaHHBIX B baHke.
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JIu1o, OTBETCTBEHHOE 3a OPTaHU3AIUI0 00PaOOTKH MEPCOHATBHBIX JaHHBIX, 00s3aHO:

1) ocymiecTBIATh BHYTPEHHUH KOHTPOJb 3a coOIIofeHWeM baHKOM W ero pa0OTHHUKaMH
TpeOoBaHuil 3aKkoHoAarenscTBa Poccuiickoit denepanuu O MepcOHaIbHBIX JAaHHBIX, B TOM YHCIE
TpeOOBaHUI K WX 3alluTe, a TakkKe COOITIOJCHHUS MPOIEAYp, YCTAHOBICHHBIX BHYTPEHHUMU
HOPMAaTUBHBIMH JJOKyMEeHTaMu baHka B 00J1aCTH 3aIIUThI IEPCOHATBHBIX TAHHBIX;

2) MOBOIUTH 1O CBEIeHUS PabOTHHKOB baHka MOJIOKEHHs 3aKOHOJATeNbcTBa Poccuiickoit
Qenepallil 0 MEPCOHATBHBIX JaHHBIX, BHYTPEHHUX HOPMATHBHBIX JOKyMeHTOB banka mo
BOIPOCaM 00pabOTKH MEPCOHATBHBIX TaHHBIX, TPEOOBAHUI K 3aIIUTE MEPCOHATBHBIX TaHHBIX;

3) opraHu30BBIBAaTh MpHUEM U 00pabOTKy oOparieHuit 1 3anpocoB CyObEKTOB NEPCOHATBHBIX
JAHHBIX WA WX MPEACTABUTEICH M OCYHIECTBISATh KOHTPOIbL 32 MPHEMOM U OOpabOTKOW TaKmX
oOpallieHui U 3aIPOCOB.

[TepeueHs NI, YIOJTHOMOYCHHBIX Ha MOJIy4YeHUE, 00padOTKy, XpaHEeHHUe, Iepeaady u Jirodoe
JIpyroe HCIoiIb30BaHUE MEePCOHANIBHBIX aHHBIX B banke, yrBepxknaercs [Ipukaszom Ilpeacenatens
IIpaBnenus banka.

6.4. O6paboTKa MepcoHaIbHBIX JaHHBIX B baHke OCyIIeCTBIAETCS B CIEAYIONINX CIyqasX:

1) 0oO6paboTKa MepCOHANBHBIX JaHHBIX OCYHICCTBIISCTCS C MUCbMEHHOTO cornacus CyOnekTa
MEPCOHANBHBIX JaHHBIX Ha OOpabOTKy €ro MepCcOHANbHBIX MaHHBIX IO YTBepKIeHHOW bankom
dbopwme;

2) oOpaboTka MEPCOHAIBbHBIX JAHHBIX HEOOXOAMMA JJISi OCYIIECTBICHHUS W BBIOJHEHUS
BO3JIOKEHHBIX 3aKOHOAATeNbCcTBOM Poccmiickoit denepanyu Ha bank ¢GyHKIWN, TOTHOMOYHHA U
00513aHHOCTEH;

3) 00paboTka MepCOHANBHBIX JAHHBIX OCYIICCTBISCTCS B CBSI3M C YyYacTHEM JIKIlAa B
KOHCTUTYIIMOHHOM,  TPa)XJaHCKOM, aIMUHUCTPATUBHOM, YrOJOBHOM  CYJONPOU3BOJCTBE,
CyJIONTPOU3BOJICTBE B apOUTPAXKHBIX CyAaX;

3.1) 06paboTKa MepCOHATbHBIX JaHHBIX HEOOXOAUMA JIJIsl HCIIOJHEHHUS CYAeOHOTO aKTa, aKTa
JPpyroro OpraHa WM JOJDKHOCTHOTO JIMIA, TMOJJICKAINX MCIOJHEHUI0 B COOTBETCTBUHU C
3aKoHOAaTeNnsCTBOM Poccuiickoit denepannu 00 UCTIOTHUTETFHOM MTPOU3BOJICTBE;

4) o0paboTka MEepPCOHABHBIX JaHHBIX HEOOXOAUMa JIJIsi MCIOJHEHHUS JOTOBOpa, CTOPOHOM
KOTOpPOro IMOO BBITOAOMPHOOpETaTENIeM WM MOpy4YuTeIeM Mo KoTtopomy siBhsieTcss CyObekT
MEPCOHAIBHBIX JIAHHBIX, a TaKXkKe JUIS 3aKIIoYeHus joroBopa mo wuHunuaruBe CyObekra
MEPCOHANBHBIX JIaHHBIX WM JO0TOBOpa, Mo KoTopoMy CyOBEKT MEepCOHaIbHBIX HaHHBIX Oynmer
SIBJISITHCSI BBITOJIONIPHOOpETATENIEM WM TTOpyuuTesneM. 3akiaouaeMbiii ¢ CyObeKTOM MepCOHATBHBIX
JAHHBIX JIOTOBOP HE MOKET COJIEPKaTh MOJOKEHUsI, OTpaHUYUBAIOIE paBa u cB00oab CyOnekTa
MEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAIONIMEC CIydal OOpabOTKM TMEpPCOHATBHBIX JTAHHBIX
HECOBEPIIICHHOJNIETHUX, €CIM HWHOE He TPEeayCMOTPEHO 3aKOHOJaTenbCcTBOM Poccuiickoit
Odenepannn, a TaKXKe IMOJOXKEHHUS, JOMYCKAIOMIME B KA4e€CTBE YCIOBUS 3aKIIOYCHHUS JOTOBOpPA
oe3neiicTBre CyObeKTa MepCOHaIbHBIX TaHHBIX;

5) 06paboTka EePCOHATBHBIX JaHHBIX HEOOXOIUMA JIJIsl 3alTUTHI )KU3HH, 3/IOPOBbSI MU WHBIX
JKU3HEHHO BaXXHBIX HMHTepecoB (CyObeKTa TMEepCOHANBHBIX JAHHBIX, €CIU TOJYYCHHE COTJIacHs
CyOBEeKTa MePCOHABHBIX JAHHBIX HEBO3MOXKHO;

6) o0paboTKka MepCOHAIBHBIX NAaHHBIX HEOOXOAMMA AJIs OCYIIECTBICHHUS MpPaB U 3aKOHHBIX
WHTEpecOoB baHka MM TPEThUX JIHIL TPH YCIOBHH, YTO MIPH 3TOM HE HApPYIIAIOTCS MpaBa U CBOOOIBI
CyObeKTa nepcoHanbHBIX TaHHBIX;

7) ocymecTBiseTcs 00paboTKa MEePCOHANBHBIX JAHHBIX, MOJICKAITUX OIMYOJIMKOBAHUIO WIIH
00s13aTeNTbHOMY PACKPBITHIO B COOTBETCTBHH C 3aKOHOAaTeIbCTBOM Poccuiickoii deneparuu.

6.5. bank BIpaBe MOPYYUTh 00PAaOOTKY MEPCOHATBHBIX JAHHBIX TPETHUM JIUIAM B CITydasx
ompaBIaHHONW HEOOXOoAMMOCTH U c coriacus CyObeKkTa MEepCOHANBHBIX JaHHBIX, €CId MHOE He
npexycMoTpero denepanbHbiM 3aKkoHOM Ne 152-D3.

Bank mpennpuHMaeT Bce HEOOXOAMMBIE MEPhI K 0O0ECTIEUEeHHUIO MMPUBICUYEHHBIM K 00paboTKe
NEPCOHAIBHBIX JaHHBIX TPETbUM JIMIIOM COONIOACHHUS MPHUHLIMIIOB M TMpaBuil 00paboTKH
NEPCOHANBHBIX JaHHBIX, peaycMoTpeHHbIX [lomutukoit u @enepanbHbM 3akoHOM Ne 152-D3.
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bank mpekparaer OTHOLIEHHUS] C TPETHUM JIMIIOM B CIIy4ae CHCTEMaTHYECKOro WU Tpyooro
HapyleHus nociaeaHuM tpedoanuii [lonutukoit n/mmm @enepanbHoro 3akona Ne 152-@3.

6.6. 3anuch TenedoHHBIX neperoBopoB ¢ Kimentom ocymiectBisieTrcss baHkoM Toibko mpu
HaJIUYHUH IeUCTBUTEIILHON HEOOXOAMMOCTH U HE UMEET UHBIX LIeJIeH, KpoMe:

1) obecneuenre banky BO3MOXKHOCTH MOATBEPkKACHUsI coBepieHus1 KiineHntom omneparuu;

2) OlleHKH KauecTBa ycayr banka mo tenedony.

bank B o6s3aTenbHOM mopsiake uHbopMupyeT KiueHTOB 00 OCYIIECTBIEHHWH 3allUCH J10
Hauasa TeneOHHOTO Pa3roBopa.

6.7. KonrpoBaTh U Jies1aTh BHITUCKU NIEPCOHATIBHBIX JAHHBIX pa3peniaeTcs UCKIYUTEIBHO B
CITy’)KeOHBIX IEJISTX B COOTBETCTBUU C TpeOOBaHUSAMHU 3aKOHOaTeNbecTBa Poccuiickoit denepanuu u
BHYTPEHHUX HOPMATUBHBIX IOKYMEHTOB baHKa.

7. CIIOCOBbI OBPABOTKHU INEPCOHAJIBHBIX TAHHBIX

7.1. B memsax ucronHeHus TpeOoBaHUU 3aKoHOHAaTeNnbcTBa Poccuiickoit denepanuu bank
OCYIIECTBIISIET 00Pa0OTKY MEePCOHATBHBIX TAHHBIX CJIICTYIOIUMHU CIIOCOOaMMU:

1) ABTOMAaTH3MpPOBaHHYIO O00paOOTKY MEpPCOHANBHBIX JAaHHBIX - € HCIHOJIb30BAaHUEM
MPOrPaMMHO-TEXHHUYECKHUX CPEJICTB, 0a3 JaHHBIX, HHPOPMAIIMOHHBIX TEXHOJIOTHA M TEXHUYCCKHX
CPE/CTB;

2) HeaBTomaTu3upoBaHHYI0 00pabOTKY MEPCOHAIBHBIX JTaHHBIX C HCIIOJb30BaHHEM
OyMa)XHOTO JOKyMEHTOO0O0pOTa.

7.2. Tlpunsithe pemieHU, NOPOXKAAIOIINX OPUANUYECKHE TOCIEICTBUS B OTHOIICHHUH
Cy0ObekTa nepcoHaJbHBIX JAAHHBIX WM MHBIM 00pa3oM 3aTparuBalolUX €ro MpaBa U 3aKOHHBIE
MHTEPECHI, OCYIIECTBISAECTCS bBaHKOM Ha OCHOBAaHHM HCKJIIOYHUTEIBHO aBTOMATHU3UPOBAHHOU
00pabOTKH €ro MepCoOHAIbHBIX AAHHBIX M TOJBKO MPU HAJIMYHWMU COTJIACHS B MUCBMEHHOH (opme
CyObeKTa mepcoHAbHBIX JTaHHBIX.

8. MOPAAOK OBPABOTKHN NEPCOHAJIBHBIX TAHHBIX

8.1. Iopsiiok 00padOTKH MEePCOHATBHBIX TAHHBIX Cy0beKTa MePCOHAJBHBIX AaHHBIX.

8.1.1. CyObeKT NepcOHANbHbIX JAHHBIX NPUHMMAET pEIIEHHE O TNPEAOCTABICHUM €ro
NEPCOHANBHBIX JAHHBIX, a B CIyYasx, MpeaycMoTpeHHbIX denepanbHbiM 3akoHOM Ne 152-D3, naer
coryjiacue Ha uX OOpabOTKy CBOMX NEpCOHANbHBIX JaHHbIX. CyObEeKT NEepCOHAIBHBIX JaHHBIX
NPUHUMAET PEIICHNE U JJaeT Corjiacke CBOOOIHO, CBOCH BOJICH U B CBOEM MHTEpECe.

JlokyMeHTamMH, cojiep Kalie MUChbMEHHBIE COrjlacus CyObEKTOB MEPCOHAIBHBIX TaHHBIX Ha
00paboTKy UX TEPCOHANLHBIX TAHHBIX B baHke sBistoTCS:

e TUMOBas (hopma corjacus cyObeKTa MEepCOHANBHBIX JaHHBIX Ha 00pabOTKYy HEepCOHANbHBIX
JaHHBIX npeactaieHa B [Ipmioxkenun Ne 1 x [onurtuke,

e JloroBop 6aHKOBCKOTO CYeTa,

e JloroBop CpoYHOTO OAHKOBCKOTO BKJIA/IA;

e JloroBop apeH ibl HHANBUIYATEHOTO 0AHKOBCKOTO ceilda;

e KpenuTHbIi 10T0BOD.

B cnyuyae momydeHust cornacusi Ha oOpaOOTKY NEpPCOHAIBHBIX JAHHBIX OT IMPEICTaBUTENSA
CyObeKTa TIEpCOHAIBHBIX JaHHBIX ITOJHOMOYHS JaHHOTO TPEICTaBUTENS Ha Jady COTJIacusi OT
UMEHHU CyObeKTa NepCOHANbHBIX JAHHBIX MPOBepsIOTCcS bankom.

8.1.2. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX TAHHBIX MOXET OBITh OTO3BAaHO CYOBEKTOM
NEPCOHAIBHBIX JaHHBIX.

B cnyuyae o13p1Ba CyOBEKTOM MEPCOHATBHBIX JAHHBIX COTJIacusi Ha 00pabOTKY MEPCOHATBHBIX
JaHHbIX baHK BIIpaBe MPOJODKUTH 00pabOTKY NMEpCOHANBHBIX JAHHBIX 0€3 coryiacusi CyObeKTa
NEPCOHAIBHBIX JAaHHBIX MpPH HAJIMYUU OCHOBAHMM, NPETYCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccniickoit denepanuu u Ionmurukoi.
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8.1.3. B cnydae HemeecmocOOHOCTH CyOBEKTa TEPCOHANBHBIX JaHHBIX COIJIACHE Ha
00paboTKy €ro MnepcoHaJbHBIX JAHHBIX JAeT 3aKOHHBIM MPEACTAaBUTENb CyOBEKTa NMEPCOHAIBHBIX
JAHHBIX.

8.14. B cnyuae cMmeptu cyOBbeKTa NEpPCOHANBHBIX IAHHBIX COTJIacMe Ha 0OpaboOTKy ero
MEPCOHAIBHBIX JIAHHBIX JAIOT HACIEIHUKU CYOBEKTa MEepCOHATBHBIX JaHHBIX, €CIIU TaKOE COoryiacue
HE OBLJIO JaHO CyOBEKTOM MEPCOHANBHBIX JaHHBIX IIPH €r0 JKU3HU.

8.1.5. IlepconanbHble NaHHBIE MOTYT OBITH MOJy4eHbl baHKOM OT JHIla, HE SBISIOLIETOCS
CyOBEKTOM MEePCOHATBHBIX JaHHBIX (TPETHETO JINIA).

Eciu mepcoHanbHble JaHHBIE TIOMYy4eHbl HE OT CYObEKTa TIEepPCOHAJIBHBIX JAHHBIX,
JOJDKHOCTHBIC JIMIA, OTBETCTBEHHBIE 3a MPEJOCTaBlIeHUE (OCYIIECTBICHHE) COOTBETCTBYIOIICH
byHKIMHM, B clydasx, npeaycMoTpeHHbIx DenepanbHbiM 3akoHOM Ne 152-D3, no Havaia
00pabOTKM TaKMX NEPCOHANBHBIX JTaHHBIX 00S3aHbI YBEIOMUTH CyObEKTa EPCOHAIBHBIX JAHHBIX.

8.1.6. B ciyuae ecnu baHk Ha OCHOBaHHMU JOTOBOpa MOpy4yaeT 0OpabOTKy MEepPCOHATbHBIX
JAHHBIX JIPYTOMY JIMILYy, CYIIECTBEHHBIM YCIOBHEM I€pEadyd TEePCOHAIBHBIX TaHHBIX SBIISETCS
00513aHHOCTh O0O€cIeYeHHs] yKa3aHHBIM JIMIIOM KOH(MUICHIIMATbHOCTH MEPCOHAIBHBIX JaHHBIX H
COXpaHEeHHs 1IeJIi 00pabOTKN EPCOHANBHBIX JTaHHBIX.

JIuno, ocymiecTBisoIiee 00padoTKy MepCOHATBHBIX JaHHBIX MO MOpydeHuto banka, 00s13aHO
cOOIIO/IaTh MIPUHILIMIIBI M ITPaBHiIa 0OpaOOTKH MEPCOHATBHBIX TAHHBIX.

B cnyudae, ecnium bank mnopydaer o0O0paOOTKy MEpCOHANbHBIX MJAHHBIX JAPYroMy JIHILY,
OTBETCTBEHHOCTD Iepe]] CyOBEKTOM MEPCOHATBHBIX JTAHHBIX 32 JEHCTBHUS yKa3aHHOTO JIMIA HECET
bank.

Jluno, ocymecTBisitoniee 00pabOTKy MEePCOHANBHBIX NAaHHBIX MO MopydyeHuto banka, HeceT
OTBETCTBEHHOCTH nepes bankom.

8.1.7. B ciryuae oTka3za cyObeKTa MepCOHAIBHBIX TAaHHBIX MPEIOCTABUTH CBOM TEPCOHAIBHBIC
JaHHbBIE, €CJIM MPEJOCTAaBICHIE EPCOHAIBHBIX JIaHHBIX SIBISETCS 0053aTEIbHBIM B COOTBETCTBHH C
®enepanbHbIM 3akOHOM Ne 152, nuIio, OTBETCTBEHHOE 3a 00paOOTKYy MEPCOHAIBHBIX JTAHHBIX,
0053aHO Pa3bACHUTH CYOBEKTY MEPCOHAIBHBIX JaHHBIX HOPUAWYECKHE TIOCIEACTBUS OTKa3a
IPEJOCTABHUTD €T0 MEePCOHATBHBIX TaHHBIX.

8.2. O6paboTKa 001e10CTYNHBIX U CNENNATbHBIX KATEropuii NepcoHaTbHbIX JaHHBIX.

8.2.1. bank kak OmnepaTop 1mo 006pabOTKe MEPCOHATBHBIX JIAHHBIX OCYIIECTBIISIET 00pabOTKY
CHEeUMaNbHBIX M OOIIEAOCTYIHBIX MEPCOHAJBHBIX JaHHBIX. bHOMeTpuyeckue INepcoHalIbHbIE
nanHble bankoM He 00pabaThIBAIOTCA.

8.2.2. O6paboTka cHenHuaIbHbIX KaTeropuil MepCOHAIBHBIX AAHHBIX, KAacArOIUXCS PacoBOM,
HAIIMOHAJIFHOW TPHHAIISKHOCTH, TOJUTUYECKUX B3TJISJIOB, PEIUTHO3HBIX WK (uiocodekux
yOeXJIeHUH, COCTOSHUS 3A0POBbsl, MHTUMHOM JKU3HU HE JOIMYCKAETCsl, 32 UCKIIOUEHHEM CIIy4aeB:

® CyOBEKT MEPCOHATBHBIX JAHHBIX JIaJI COTJIACKE B MMCbMEHHON (Gopme Ha 00pabOTKy CBOMX
NEPCOHANBHBIX JaHHBIX (PaBHO3ZHAYHBIM COJEpKAIIEMY COOCTBEHHOPYYHYIO IMOAINMKCH CYOBEKTa
NEPCOHANBHBIX JIAaHHBIX COIJIACHIO B NMHCbMEHHOW (opme Ha OyMa)kHOM HOCHUTENEe MpHU3HAETCs
cornacue B (hopMe dIIEKTPOHHOTO IOKYMEHTA, OAMUCAHHOTO YJICKTPOHHOI MOIIHCHIO);

® [IEPCOHAJIBHBIC JIAHHBIE OTHOCATCS K COCTOSIHUIO 3/I0pOBbSl CYOBEKTa NEpCOHAIBHBIX
JAHHBIX M UX 00paboTka HEoOXoAMMA ISl 3alUTHI €ro JKU3HM, 370POBbS MJIM MHBIX >KU3HEHHO
Ba)XHBIX HHTEPECOB JIN0O JKU3HU, 3/I0POBbS MM WHBIX )KU3HEHHO BA)YKHBIX WHTEPECOB JIPYTHX JIHII,
U TOJIy4€HHUE COrIacusi CyObeKTa MepCOHANBHBIX TaHHBIX HEBO3MOXKHO.

O0paboTKa MEepCOHATBHBIX JAHHBIX O CYTUMOCTH OCYIIECTBIATHCS BaHKOM B ciydasx W B
HOpsi/IKEe, KOTOpBIE OIpPEIEINSIOTCS B COOTBETCTBUHU C (elepanlbHbIMM 3akoHaMH Poccuiickoit
®denepannn

OO6paboTka crienMaibHBIX KaTerOpHil MepCOHANbHBIX JaHHBIX Mpekpaiaercs bankowm, ecnu
yYCTpaHEHBI MIPUYUHBI U JOCTUTHYTHI IEJIH, BCIEACTBAE KOTOPHIX OCYIIECTBISLIACh MX 00paboTKa,
€CIIM MHOE HE YCTaHOBJIEHO 3aKOHO/AaTesIbcTBOM Poccuiickoit @enepanuu.

8.2.3. O6paboTka 00IIEeTIOCTYIMHBIX IEPCOHATBHBIX TAHHBIX OCYIIECTBIISIECTCS B CIIyJae:
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e nosiydeHus: baHkoM 00IIeOCTYHBIX MEPCOHANBHBIX TaHHBIX U3 OTKPBHITHIX UCTOYHUKOB B
LEJNSIX BBIMOJHEHUS] MEp IO CHIDKCHMIO PUCKOB WJIM B LENSIX BBINOJHEHUS TpeOOBaHUMN
3akoHozarenbcTBa Poccniickont denepanuu;

® [IMCHMEHHOTO nony4eHus bankoM cornacusi paboTHUKA O MEPEBO/IE MEPCOHANBHBIX JaHHBIX
paboTHUKA B KATETOPHIO OOIIETIOCTYITHBIX.

[Ipn HeoOXxomuMOCTH pa3MelleHHs B IMYOJMYHBIX HCTOYHHUKAX baHKOM mepcoHabHBIX
JaHHBIX paOOTHMKOB baHKa, OTHECEHHBIX C MHUCBMEHHOTO COTJIacHs CYOBEKTa B KaTETOPHUIO
OOLIEIOCTYIHBIX, pa3MelICHHE IEePCOHANbHBIX JAHHBIX COTJIACyeTCsl MHUCbMEHHO C CYOBEKTOM
NEPCOHANBHBIX JIAaHHBIX, PYKOBOJAUTENIEM pabOTHHKAa — CyOBEKTa NEPCOHAIBHBIX JIaHHBIX,
paboTHuKOM YrpaBienus nHdopmannoHHou 6e3omacHocTy. [Ipu cornmacoBanuu yka3bIBaeTcCs:

e [IepeueHb Pa3MeIlaeMbIX EPCOHANBbHBIX JaHHBIX,

e pecypc, rae OyayT pa3MelieHbl 00IIeJOCTYITHbIE IEPCOHATBHBIX JaHHBIX;

® CPOK, Ha KOTOPBIH OyayT pa3MelIeHbl 00IIeI0CTYIHbIE TIEPCOHAbHBIC TaHHbIC,

® [IOPSZIOK yaJCHUsT OOIIEOCTYIHBIX MEPCOHATIBHBIX NAHHBIX B CIy4dae OT3bIBA COTJIACHUS
CyObeKTa epCOHANBHBIX JaHHBIX HAa Pa3MEUICHHUE eT0 MEePCOHATBHBIX JaHHBIX.

Pasmemenne 0OIIETOCTYMHBIX TMEPCOHANBHBIX JAHHBIX 0€3 MHUCBMEHHOTO COTJIacHs
CyOBEKTOB MEPCOHABHBIX TAHHBIX HE JIOITYCKACTCH.

8.2.4. OOpaboTka MEPCOHANBHBIX JAHHBIX B ILENSAX MPOABIKEHUs YCIyr baHka Ha pbIHKE
IyTEM OCYIIECTBICHHS MPSMBIX KOHTAaKTOB C TIOTCHIIMAIBHBIM IMOTPEOUTEIEM C MTOMOIIBIO CPENICTB
CBSI3M OCYILECTBJISETCS TOJBKO MPH YCIOBUM HAIU4YUS MPEABAPUTEIBHOIO COTJacHsi CyOBeKTa
MEePCOHATBHBIX JaHHBIX.

bank HeMeIeHHO TpeKpaliaer 1o TpeOOBaHUIO CYObEeKTa MePCOHANBHBIX JAHHBIX 00pa0OTKY
€ro NMepPCOHATBHBIX JTAHHBIX B IEJISX MPOABIKEHHS CBOMX YCIIYT Ha PHIHKE.

8.3. BHecenue u3mMeHeHHii B 00padaTbiBaeMble NMePCOHAIBHbIE JaHHbIE OCYIECTBISIIOTCS
Ha OCHOBaHHH:

® IIPEIOCTABIEHHOTO CYOBEKTOM MEPCOHANBHBIX JAHHBIX 3asSBICHUS O BHECEHUU U3MEHEHUN
B IIPOM3BOJIBHOM (hopme;

® Ha OCHOBAaHHMH OPTaHU3ALMOHHO — PACTIOPSIIUTENHFHOTO JOKyMeHTa baHka mpu n3MeHeHHn
NEPCOHANBHBIX JAaHHBIX pa0OOTHUKOB baHkKa B TOpSAKE W CPOKH, YCTAaHOBJIEHHBIE KaJpOBBIM
JIeNIOTIPOU3BO/ICTBOM;

® IMCHMEHHOTO PACMOPSHKEHUSI HadallbHUKA YTIPaBICHHS KIIMEHTCKOTO OOCTyXHBaHUS (TIpH
BBISIBIICHUHU (DAKTOB 00pabOTKU OIIHOOYHBIX MEPCOHANBHBIX JTAHHBIX).

BHecenne wu3MeHEHUN OCYILIECTBISETCS YHNOJHOMOYEHHBIM paboTHukoM banka. Ilpu
BHECEHUH W3MEHeHuH mnepcoHanbHbIX AaHHbIX B WCII/IH ocymiecTBisieTcss MPOTOKOIMPOBAHUE
JNEUCTBUH IO N3MEHEHHIO.

8.4. Ilepenaya nepcoHATbHBIX TaAHHBIX.

8.4.1. Tlepenaua mepcoHANBHBIX TaHHBIX, 00pabaThIBaeMbIX 0€3 CpPEACTB aBTOMATHU3AlIUU,
MEXIY CTPYKTYPHBIMH TOJApa3feiieHussMA baHKka OCYIIECTBISIETCS 10  PacHOPSIKEHUIO
PYKOBOAMTENEH COOTBETCTBYIONIUX CTPYKTYPHBIX MOApa3ieicHuii baHka B IeNSX BBIMOJTHEHUS
BO3JIOKEHHBIX (DYHKIIMOHATBHBIX 00S3aHHOCTEH.

He nomyckaercst mepenaya nepcoHalbHbBIX JaHHBIX paboTHHKaMu baHka, HE BKIIOYEHHBIMH B
TiepeveHb JIUII, TOMYIIEHHBIX K 00pab0TKe MepCOHATBHBIX JaHHBIX.

[Topsimok mepenadyn MepCcoOHANbHBIX JaHHBIX MEXIY CTPYKTYPHBIMH ToJpa3aeneHussMu banka
pEerIaMEHTHPOBaH BO BHYTPEHHHX HOPMATHUBHBIX JIOKyMEHTax baHka 1o o00ecrevyeHuto
COXPaHHOCTH KOH(HICHIINATHHONU HHPOPMAITUH.

VYdery momiexar Kak OpUTHHAIBI JOKYMEHTOB, COJIEPKAIINX TePCOHAIBHBIC JaHHBIC, TaK U
CO3/laHHBIE Ha HX OCHOBEe KomuHu. OTBETCTBEHHOCTh 3a COOJIOZCHHWE TOpsIKa Mepeaadu
MIEPCOHANBHBIX JAHHBIX HECET PYKOBOIHMTEIh COOTBETCTBYIOIIETO CTPYKTYPHOTO MOJpa3/IeiCHUS
Banka, ocyIecTBISIONIEro nepenady nepcoHaNbHBIX TAHHBIX.

8.4.2. Tlepenaua mepcoHaNbHBIX JAHHBIX TPETbUM JIMIIAM OCYIIECTBISETCS NMPU HAIUYUHU
cormacus CyOBeKTa TMEpPCOHANBHBIX JIAHHBIX WJIM B COOTBETCTBUU C TpeOOBaHUSMU
3akoHoJaTenbcTBa Poccuiickoit ®denepaunii B MOPSAKE, PErNIAMEHTUPOBAHHOM BO BHYTPEHHMX
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HOPMAaTUBHBIX JIOKyMeHTax baHka 10 oO0ecrneueHuI0 COXpaHHOCTU KOH(HIEHIUAIbHON
uHpOpMaLnH.

8.4.3. TpancrpanuuHas nepeaava nepcoHaIbHbIX TaHHBIX.

84.3.1. B cmyyae HEOOXOAWMOCTH OCYIISCTBICHUS TPAHCTPAHUYHOW  TEperadyu
NepPCOHANBHBIX TaHHBIX baHK, nepen coBepiieHneM Takoil nepeaauu, o0s3aH yOeIUTbCSA B TOM, YTO
MHOCTPaHHBIM TOCY/IapCTBOM, HA TEPPUTOPHIO KOTOPOTO OCYILECTBIISICTCS Mepeiada NepCOHAIbHBIX
JTaHHBIX, oOecrieynBaeTCs aJilekBaTHas 3amuTa npaB CyObeKTOB EPCOHANbHBIX JTAHHBIX.

8.4.3.2. TpaHcrpaHuyHas nepejadya MEPCOHAIBHBIX JAaHHBIX HAa TEPPUTOPUU MHOCTPAHHBIX
rocy/apcTB, HE 00eCIeUNBAIONINX aJeKBATHOM 3alIUTHI MpaB CYOBEKTOB MEPCOHANBHBIX NAaHHBIX,
MOYKET OCYIIECTBIIATHCS B CIACAYIOIIUX CIyqasx:

® HaJMYUs COrJIacus B MUCbMEHHOU (popme cyObeKTa MepcoHaNbHbBIX TAaHHBIX;

® IIpPEeyCMOTPEHHBIX 3aKOHOAaTeIbCTBOM Poccuiickoit denepanuu, eciiu 3T0 HEOOXOIMMO B
LEJSIX 3alIUThl OCHOB KOHCTUTYLIMOHHOTO cTposi Poccuiickoit deneparuu, obecrnieyeHUs: 000POHbI
CTpaHbl ¥ 0E30MTaCHOCTH rOCY1apCTBa;

® HCIIOJIHEHUS JI0rOBOPA, CTOPOHOM KOTOPOTO SIBISIETCS CYObEKT MEPCOHANBHBIX JAHHBIX;

® 3AIUTHI )KU3HH, 37J0POBbS, UHBIX KU3HEHHO BAXKHBIX MHTEPECOB CYOBEKTa IMEPCOHATBHBIX
JAHHBIX WM JPYTrUX JHI [PA HEBO3MOXXHOCTH TIONYYCHHS COTJIACHS B THUCHMEHHOW (opMme
CyOBbEeKTa MePCOHANBHBIX JAHHbIX.

8.4.3.1.  TpaHcrpanu4Has  mepeaada  NEPCOHAIBHBIX  JIAHHBIX  OCYIIECTBISETCS
ABTOMATU3UPOBAHHBIM CIIOCOOOM C MPUMEHEHHEM Mep IO 3alUTe MEPCOHAIBHBIX JAHHBIX OT
HECAaHKIIMOHMPOBAHHOTO  JOCTyma  (KpUNTOrpaUYecKux  CpeACTB, CHUCTEM, TpPeOYIOIIHX
uACHTU(DHUKAIINYN U ayTeHTU(DUKAIIHN).

9. CPOKM OBPABOTKHU U XPAHEHUS INEPCOHAJIBHBIX TAHHBIX, TOPAOK
X YHUYTOKEHUA ITPU JOCTUXEHNU HEJEU OBPABOTKH U IIPHU
HACTYILUIEHUHA UHBIX 3AKOHHBIX OCHOBAHUI

9.1. Cpoku 00padOTKHU NEePCOHAJbHBIX IAHHBIX.

O6paboTka TEPCOHANBHBIX JaHHBIX MPEKpAllaeTCs NpPH JOCTHXKEHMH 1€l  TaKou
00paboTKH, a TakXke MO0 MCTEYEHHH CpPOKa, MPEeJyCMOTPEHHOI0 3aKOHOMAATeNbcTBOM Poccuiickoi
®enepaniv, JOTOBOPOM, WJIM COTJIaCMEM CYObEKTa IMEpPCOHAJIbHBIX JIaHHBIX Ha 00pabOTKy ero
MEPCOHANBHBIX JJaHHBIX, & TAKXKE BBISBICHUE HETIPAaBOMEPHOU 00paOOTKH MEePCOHANBHBIX TaHHBIX.

[Tpu oT3bIBE CYyOBEKTOM MEPCOHATBHBIX JaHHBIX COTJIACHS Ha 00pabOTKY ero mepcoHaIbHBIX
naHHbBIX OOpaboTKa OCYIIECTBISIETCS TOJNBKO B Tpelenax, HEOOXOTUMBIX I HCIOJHEHUS
3aKJIFOYEHHBIX C HUM JIOTOBOPOB M B IIEJISIX, MPEIYCMOTPEHHBIX 3aKOHOJATEIhCTBOM Poccuiickoi
®denepanuu.

9.2. XpaHeHHe NEPCOHAIBHBIX JaAHHBIX.

9.2.1. Tlpu ocymiecTBICHUN XpaHEHHUS MEPCOHANBHBIX JaHHBIX baHK uHcmonb3yeT O0a3bl
JlaHHbIe, Haxojndmuecss Ha Tepputopuu Poccuiickoin denepanuu, B COOTBETCTBUHM C YaCThIO S
cratbu 18 denepanbHoro 3akoHa Ne 152-03.

0.2.2. XpaHeHWe TEpPCOHAIBHBIX JAHHBIX OCYIICCTBISIETCS B (GoOpMe, TO3BOJISIONICH
OTIpeIeIUTh CyOBEKTa MEePCOHANBHBIX JAHHBIX, HE JOJbIIE, YeM ITOrO TPEOYIOT 1enn 00paboTKu
NEPCOHANBHBIX JIAaHHBIX, €CITH CPOK XpaHEHHs TEPCOHAIBHBIX JAHHBIX HE YCTAHOBICH
®enepanbHbIM 3aKk0HOM Ne 152-D3, 1oroBopom, CTOPOHOM KOTOPOTO, BEITOJOIIPHOOpETATEIEM HIIH
MOPYYHTEIEM TI0 KOTOPOMY SIBIISIETCSI CYObEKT TIePCOHANBHBIX JTaHHBIX.

9.2.3. TlepcoHanbHbIC AaHHBIE, HEUCIIOIb3yeMbIe B OMEPAlMOHHON JAedaTelbHOoCcTH baHka, u
1eNb 00paboTKM KOTOPBIX HE JIOCTUTHYTA, MOTYT OBITH TEpEBEEHBl Ha apXWBHOE XPAHEHUE C
COOJIIOJIEHHEM BCEX HEOOXOAMMBIX TpeOOBaHUHM, MPEAYCMOTPEHHBIX DenepalbHbIM 3aKOHOM OT
22.10.2001 Ne125-®3 «O06 apxuBHOM nene B Poccutickoit @eneparumn»’’, [lomoxenunem Pocapxusa
No 1, banmka Poccum Ne 801-IT or 12.07.2022 «O6 yrBepxkaenun IlepedHsi JOKYMEHTOB,
00pa3yIoIIMXCsl B TpoLEcce ACSATEIbHOCTH KPEAUTHBIX OpPraHM3alui, ¢ yKa3aHHMEM CPOKOB HX
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XpaHEHUs» U UHBIMH HOPMATHBHBIMU aKTaMHU B cepe OpraHu3al[ui XpPaHEHUs, KOMIUIEKTOBAHHUS,
y4deTa M MCIOJIb30BaHMSI aDXUBHBIX JOKYMEHTOB.

ApXUBHpOBaHHE JOKYMEHTOB, COJAEpKAIlUX MEPCOHAIbHBIC JAaHHBIC, OCYILECTBISETCS B
ycTaHOBJICHHOM B banke mopsiike. OOs3aTelbHBIM yCIOBUEM apXUBUPOBAHUS IEPCOHATBHBIX
JTAHHBIX SBJsIETCS 00ecredeHne nX KOH(PUIEHIUAIBHOCTH U O€30IacCHOCTH.

9.2.4. Ilpu XxpaHEeHUH MTEPCOHANILHBIX TaHHBIX baHk o0ecrneunBaer:

® [IPOBEJICHNE MEPOIPHUATHI, HANPaBICHHBIX Ha MPEAOTBpAIlleHHE HECAaHKIIMOHUPOBAHHOTO
JOCTyNa K NEPCOHAIBHBIM JaHHBIM M (WJIH) Mepefayd uX JUlaM, He UMEIOLUM IIpaBa JI0CcTymna K
TaKoO WH(pOpMAIHH;

® CBOeBpeMeHHOe OOHapykeHue ()akTOB HECAaHKLMOHUPOBAHHOTO JIOCTYIA K MEPCOHATBHBIM
JTAHHBIM;

® HEJIOMYIICHUE BO3ACHCTBHS HAa TEXHUYECKHE CPEICTBA aBTOMATU3UPOBAHHOW OOpabOTKH
NEPCOHAIBHBIX JAaHHBIX WM Ha OyMakKHbIE JOKYMEHTBHI, B pPe3yjbTaTe KOTOPOTO MOKET OBbITh
HApYIICHO MX (QYHKIIMOHUPOBAHWC,

® BO3MOXHOCTh HEe3aMeJIUTETHHOTO BOCCTAHOBJICHHUS NEPCOHAIBHBIX  JaHHBIX,
MO (UIIMPOBAHHBIX WM YHHUTOKEHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

® [IOCTOSTHHBIM KOHTPOJIb 32 00SCIICUEHUEM YPOBHSI 3aIUIIICHHOCTH TIEPCOHAIBHBIX JTaHHBIX.

9.3. [NopsaI0K YHHUTOKEHHUSI TIEPCOHATBHBIX TAHHBIX.

9.3.1. Ilpu noctmxeHuu 1ener 00padOTKH MEPCOHATBHBIX JaHHBIX, a TAKXKE B CITydae OT3bIBA
CyOBEKTOM IMEePCOHATBHBIX JAHHBIX COTJIacHs Ha UX 00pabOTKY MEPCOHAIBHBIC TaHHBIC MOJJICKAT
VHUUYTOXKEHUIO WU OOE3JMYMBAHUIO B CPOK, He mpeBbimaroumuii 30 (Tpuanatu) OHEH C JaThl
JOCTYIKCHUS e OOpabOTKH TMEepPCOHATBHBIX JAHHBIX WM C JaThl MOCTYIUICHUS YKa3aHHOTO
OT3bIBA, E€CIIH:

® HHOE HE MPEIyCMOTPEHO TOTOBOPOM, CTOPOHON KOTOPOTO, BBITOJOMpPUOOpETaTEeNIEM WIIH
MOPYYHUTENIEM IO KOTOPOMY SIBIISIETCSI CYOBEKT MEPCOHATBHBIX JIAHHBIX;

e baHk He BrpaBe OCYIIECTBIATH 00paboTKy 0e3 cornacusi CyObeKTa NepCOHANBHBIX JaHHBIX
HA OCHOBaHUSX, TMpeaycMoTpeHHbIXx DenepanbHbiM 3akoHOM Ne 152-dO3  wnu  uHBIMH
benepalbHBIMU 3aKOHAMU;

® IHOE HE MPEAYCMOTPEHO MHBIM COTJalleHneM MexAy baHKkoM U cyObeKTOM MepcoHaIbHBIX
JAHHBIX.

9.3.2. B cimyuae obOpamenust CyObekTa MepcoHaIbHBIX AaHHBIX K BaHKy ¢ TpeboBaHMEM O
npekpaiieHn o0paboTKu mepcoHanbHBIX baHk B cpok, He mpesbimarommii 10 (aecatu) pabounx
JTHEH ¢ JaThl TOJIYUYEHUS COOTBETCTBYIONIETO TPEOOBAHHUS, TMpEKpaliaer ux OoOpabOTKy WM
obecrieunBaeT MpeKpalleHue Takoi o0paboTku (ecnu Takas oOpabOTKa OCYIIECTBISIETCS JHUIIOM,
OCYIICCTBIISIOMIUM  00pabOTKY  MEpPCOHANBHBIX  JAHHBIX), 332 HWCKIIOYCHUEM  CIIydaes,
IIPElyCMOTPEHHBIX IMyHKTaMu 2 - 11 gactu 1 crateu 6, yactero 2 crarbu 10 u yacteio 2 crateu 11
®denepaibHOTO 3aK0HA Ne 152-D3. Yka3aHHBINA CPOK MOXKET OBITh MPOJJICH, HO HEe 0ojiee YeM Ha 5
(msiTh) paboumx THEH B ciaydyae HampaBieHUs bankom B aapec CyObekTa MEpCOHATBHBIX JTaHHBIX
MOTHBHPOBAaHHOTO VBEJIOMJICHHSI C YyKa3aHWEM TPUYUH MPOJUICHUS CPOKa TPEIOCTABICHUS
3amnpanmBaeMoil ”HGOpMAIHH.

9.3.3. B mensx yHUYTOXKEHHS 0OpabOTaHHBIX TEPCOHAIBHBIX JJaHHBIX MPHUKA30M
[Tpencenarens IlpaBnenus banka co3gaercs KOMUCCHS.

YHudtoxkeHrne 00pabOTaHHBIX IMEPCOHAIBHBIX JAHHBIX IPOW3BOJUTCA KOMHUCCHEH ¢
COCTaBJICHUEM COOTBETCTBYIOIIEro akTa (oOpasen akta ykasaH B [Ipunosxenuu Ne 2 k [onurtuke).

9.3.4. CriocoOBl YHUYTOXKEHUS TIEPCOHATBHBIX JaHHBIX |

Buja HocuTenst NMEPCOHAIBHbIX Cnocoo YHUYUTOXKECHUSA
JAHHBIX

Kectkuit quck 1.Ctupanue ¢ MOMONIbIO CEPTUGUIMPOBAHHBIX MPOTPAMMHBEIX CPEJICTB
YHUYTO)KEHUS HH(OpMAIHH
2. Pa36op HOCUTENS U PU3NIECKOE €0 YHHUTOKEHUE

'nOKuit MAarHUTHBINA TUCK 1. MHOTrOKpaTHas Tiepe3anuch JaHHBIX
2. Pa3bop HocuTens W (QU3NYECKOE €ro YHHYTOXKEHHE B IIpenepe ¢
TTOCJISAYIOMIEH TEPMUIECKON 00paObOTKOH (CIKUTAHUEM )

14




Honumuxa 6 omuowenuu oopabomru nepcoranvuvix oannvix ¢ AO Kb « KOCMOCy

Orem-HOCUTENb 1.Crupanue ¢ MOMOMIIBIO CEPTUGHUIMPOBAHHBIX IMPOTPAMMHBIX CPEICTB
YHHYTOXECHUS HH(DOpMAIHU
2. Pa3bop HocuTens U pU3HUYECKOE €ro YHHITOXKCHUE

CD u DVD-gucku 1. Tepmuueckast 00paboTKa (COKUraHue)

Bymaxxnslii HOCUTEIH 1. YHu4TOXKEHHE HOCUTENS B HIpeepe
2. Cxxuranue

9.3.5. Xpanenue AKTOB YHUUYTOXKEHUSI TIEPCOHANIBHBIX JaHHBIX OCYIIECTBIIECTCS B TEUCHHE 3-
X JIET C MOMEHTa YHUYTOXKEHUS TICPCOHANBHBIX JaHHBIX, €CIU HMHOE HE YCTAaHOBICHO
3aKkoHoJaTenbcTBOM Poccuiickoit denepanuu.

9.3.6. B ciryuae OTCYTCTBHSI BO3MOXKHOCTH YHHUYTO)KEHUS IEPCOHAIBHBIX JAHHBIX B TCUYCHHE
CpPOKOB, yka3zaHHbIX B 4.3-5.1 cT.21 ®enepanbHoro 3akoHa Nel52-d3, bank ocyiiecTBiseT
OJIOKMPOBAaHUE TaKWX IEPCOHANBHBIX JAHHBIX WU obOecreynBaeT WX OJOKHpOBaHHE (eciu
00paboTKa TMEepCOHANBHBIX JJAHHBIX OCYHIECTBISIETCS JPYTUM JIMIIOM, JIEHCTBYIOIIUM IO
nopyuenuto banka) u obecreunBaeT yHUUTOKEHUE NIEPCOHATBHBIX IaHHBIX B CPOK HE OoJiee uem 6
(1IecTr) MecsIIeB, €ClIM UHOM CPOK HE YCTaHOBIEH (hefepaabHbIMU 3aKOHAMH.

9. YCTPAHEHUE HAPYIIEHUM, JONYIIEHHBIX ITPU OBPABOTKE
IHHEPCOHAJIBHBIX TAHHBIX

10.1. B ciydae BbIIBI€HUS HEJOCTOBEPHBIX MEPCOHAJIBHBIX JaHHBIX WJIM HENPaBOMEPHBIX
neiictBuil ¢ HuMu banka npu oOpallleHuu WK Mo 3anpocy CyObeKTa MepPCOHANbHBIX JTaHHBIX WM
€ro 3aKOHHOTO MPEJCTABUTENS JIMOO YIMOJHOMOUYEHHOTO OpraHa IO 3alliTe NpaB CYOBEKTOB
MEPCOHANBHBIX JaHHBIX, baHK 00s3aH OCYyIIECTBUTH OJIOKHPOBAHHE MEPCOHAIBHBIX JTaHHBIX,
OTHOCSILIUXCS K COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX, C MOMEHTa TaKOI'0
oOpallleHus WK MOJIyYeHUS TaKOTo 3arpoca Ha MeproJl MPOBEPKH.

10.2. B ciyyae noaTBep:KAeHUS (akTa HEJOCTOBEPHOCTH MEPCOHAIBHBIX JaHHBIX baHk Ha
OCHOBaHUU JIOKYMEHTOB, MPECTABIEHHBIX CYObEKTOM MEPCOHANBHBIX JAHHBIX UM €r0 3aKOHHBIM
IPEJICTaBUTENIEM JINOO YIOJIHOMOUYEHHBIM OpPraHOM M0 3alllUTe MpaB CyObEKTOB IMEPCOHAIBbHBIX
JAHHBIX, WM UHBIX HEOOXOIMMBIX TOKYMEHTOB O053aH YTOUHUTH MEPCOHANbHBIE TaHHBIE U CHSTH
ux OJIOKHpOBAHUE.

10.3. B ciayuae BbISIBIICHHS] HEIPAaBOMEPHBIX JECHCTBUH C MEPCOHAIbHBIMU JTaHHBIMU baHk B
CPOK, He TpeBBIMAIMA 3 (Tpex) pabouux JHEH ¢ JaThl TAKOTO BBHISBIECHUSA, 0053aH MPEKPATHUTH
HENPaBOMEPHYIO0 00pabOTKyY MEPCOHATBHBIX JAHHBIX. YCTPAHUTh JIOMYIIEHHBIE HAPYIIICHUSI.

B cnyuae ecnu obecnieunTh mMpaBOMEPHOCTH 0OPAOOTKH MEPCOHATBHBIX JAHHBIX HEBO3MOXKHO,
bank B cpok, He npeBbimatonmii 10 (gecstu) pabounx JHEH ¢ JaThl BBIABICHUS HEMPABOMEPHOM
00pabOTKM TEpPCOHANbHBIX JAHHBIX, O0S3aH YHUYTOXXUTh TAaKHE NEPCOHAIbHbIE JaHHBIE WM
00ecreynTh UX YHUUYTOXKEHHUE.

OO0 ycTpaHeHHHM OMYNIEHHBIX HApYIICHUH WM 00 YHUYTOXXEHUU TMEPCOHAIBHBIX JaHHBIX
bank yBemomisier cyObeKTa MEPCOHANBHBIX JAaHHBIX WU €ro 3aKOHHOTO MPEACTAaBUTENS, a B
cilydae, eciau oOpallleHHe WIN 3anpoc ObUIM HAIIPaBJIEHbI YIIOJIHOMOYEHHBIM OPraHOM IO 3alluTe
paB CyObEKTOB MEPCOHANBHBIX JAHHBIX - TAK)KE YKa3aHHBIA OpTaH.

10.3.1. B cmywae ycraHoBieHHs (akTa HENPABOMEPHOW WM CIIy4allHOW Tmepeaadn
(mpenocTaBieHHs], paCIPOCTPaHEHUs], JOCTYIAa) MEPCOHAIBHBIX TaHHBIX, MOBIEKIIEH HapylIeHUE
paB CyObEKTOB MEPCOHAIBHBIX JaHHBIX, baHk 00s3aH ¢ MOMEHTa BBISBIIEHUS TAaKOTO MHIUICHTA
baHkoM, yMOJHOMOYEHHBIM OpPraHOM IO 3alIUTe MPaB CYOBEKTOB MEPCOHANBHBIX JAHHBIX WU
WHBIM 3aUHTEPECOBAHHBIM JIMIIOM YBEIOMUTH YIIOJTHOMOYEHHBIN OpPraH Mo 3alliTe MpaB CyObEeKTOB
MePCOHAIIbHBIX TAHHBIX

1) B Tedyenne 24 (mBamgllaTH dYeTHIpEX) YAacOB O TMPOMU3OIMICAINIEM HHIMACHTE, O
IpeJnoyiaraéMbIX MPUYMHAX, MOBJIEKIINX HapylIeHUE MpaB CyObEKTOB NMEPCOHAIBHBIX JAHHBIX, U
MPEeoJiaraéMoOM BpeJie, HAHECEHHOM IpaBaM CYOBEKTOB NEPCOHAIBHBIX JAaHHBIX, O MPUHSATHIX
Mepax IO YCTPAHEHUIO MOCIEACTBHI COOTBETCTBYIOUIETO WHLHUJCHTA, a TaKXKe MPEJOCTaBUTh
CBEJICHMSI O JIMIIE, YIIOJHOMOYEHHOM baHKOM Ha B3aMMOJEHCTBHUE C YIIOJIHOMOUYEHHBIM OPraHOM I10
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3alUTe MpaB CyOBEKTOB MEPCOHAIBHBIX IaHHBIX, [0 BOMPOCAM, CBA3aHHBIM C BBISIBICHHBIM
WMHIUICHTOM;

2) B TeueHue 72 (ceMHUIECITH JBYX) HAaCOB O pe3ylbTaTaX BHYTPEHHETO paccieqoBaHUs
BBISIBJICHHOT'O MHIMJIEHTA, a TAaK)K€ NPEJOCTaBUTh CBEICHMS O JIMLAX, JEHCTBUS KOTOPBIX CTAIU
MPUYMHON BBISIBICHHOTO MHIUACHTA (TIPU HAIUYHH).

10.4. BeisiBieHHBIE HapylmIeHUS NpPU 00pabOTKE MEPCOHAIBHBIX JAHHBIX (UKCUPYIOTCS Ha
OCHOBaHUU 0OpMIICHHUS UHIUACHTA HHPOPMAIITMOHHOMN 0€3011aCHOCTH.

10.5. PaGornukom baHka, OTBETCTBEHHBIM 3a YCTpPaHEHHE BBISBICHHBIX HapyIICHHIA,
ABIIIETCS PAaOOTHUK, Ha3HAUYEHHBIH OPraHU3alMOHHO — PACHOPSAUTEIBHBIM JOKYMEHTOM JIUILIOM,
OTBETCTBEHHBIM 332 HH(POPMALMOHHYIO 0€301MaCHOCTh NEPCOHATBHBIX JAHHBIX.

10.6. PaboTHUKOM, OTBETCTBEHHBIM 3a KOHTPOJIb YCTPAHCHHWs BBISABICHHBIX HAPYIICHUMH,
ABNSETCA PpaOOTHHK, Ha3HAUYEHHBIH OTBETCTBEHHBIM JIMIIOM 3a OpraHu3anuio o0paboTku
MEPCOHAIBHBIX JaHHBIX.

10. HOPAAOK NPEJOCTABJIEHUSA HHOOPMALIUN

11.1. Hopsaaok npenocraBjaeHusi MHGpOpPMAIUM 1O 3aNPOCy YMOJHOMOYEHHOr0 OpPraHa
110 3211UTe NPAaB Cy0ObEeKTOB NMEPCOHAJBHBIX JAHHBIX.

11.1.1. TloctynuBLIMI OT YHNOJIHOMOYEHHOIO OpraHa 3ampoc perucrpupyercs B banke B
COOTBETCTBUHU C MOPSIIKOM, YCTAaHOBJIEHHBIM JOKyMEHTO000poTOM baHka.

11.1.2. [locne perucTpaiuu 3arnpoc HarpapIseTcsl Ha paCCMOTPEHHE:

epabotHuky banka, HazHadyeHHOMY OTBETCTBCHHBIM 33 OpraHU3alHUI0 00pabOTKH
[IEPCOHAIbHBIX JaHHBIX;

e pabotHuKy Opuanyeckoro ynpaBaeHHs.

11.1.3.  OTBeTCTBEHHOE JHII0 3a OpraHu3alUl OOpPabOTKHM MEPCOHATBHBIX JaHHBIX
MOJIFOTABIMBAET OTBET Ha 3ampoc B TeueHue 10 (aecsti) paboyux AHEN ¢ 1aThl MOJYyYEHHUS] TAKOTO
3ampoca, COoIIacoBbIBaeT OTBET ¢ IOpuamyeckum ymnpasiieHHMEM, YIPAaBIEHUEM KIMEHTCKOIO
oOciayxuBaHUS (€CIM 3alpoc OTHOCUTCA K TEPCOHAJIbHBIM JAaHHBIM KiueHTa baHka),
CekperapuatoM (eciaM 3ampoc OTHOCHUTCS K TIEpCOHANBbHBIM JaHHBIM palOoTHuKa banka),
pabOTHUKOM CIIy>KObI BHYTPEHHETO KOHTPOJIS, UHBIMH pa0OTHMKaMU baHka (B COOTBETCTBUU C
pesoronuel pykoBojcTa banka).

VYka3aHHBI CPOK MOXKET OBITH MPOJUIEH, HO HE Oojee YyeM Ha MITh pabo4yuX JHEH B ciyyae
HampaBieHuss baHkoM B ajpec YINOJHOMOUYEHHOIO OpraHa IO 3allUTe€ IpaB CYObEKTOB
NEPCOHAIBHBIX JTaHHBIX MOTUBHPOBAHHOTO YBEJOMJICHUS C YKa3aHUWEM IPHYMH MPOJJICHUS CPOKa
IpeOCTaBIICHH 3aMpaiuBaeMoi HHGOpMaIum.

11.1.4. OTBeTCTBEHHOE JHUIIO0 3a OpraHU3alKi0 O00padOTKH MEpPCOHATIBHBIX JAHHBIX IPHU
HNOJArOTOBKE OTBETAa HA 3alpoCc YINOJHOMOYEHHOTO OpraHa o00s3aH PYKOBOJCTBOBAThCS
TpeOoBaHUsAMU 3akoHOAaTenbcTBa Poccuiickoit denepaunu B o0iacTu 00pabOTKH MEPCOHATbHBIX
JTAaHHBIX.

11.1.5. IloaroToBneHHBIN, COTIACOBAHHBIN U MOAMUCAHHBIA PYKOBOJACTBOM baHka OTBeT Ha
3aMpocC HaIpaBJIsSIETCs YIIOJTHOMOYEHHOMY OpraHy.

11.2. Tlopsinok mpenoctraBjieHHsi HHPpOPMALUM MO 3aNMpocy CyOBEKTa MepPCOHATBHBIX
JAaHHBIX.

11.1.1. bank o00s3aH COOOIIUTH CYOBEKTY MEPCOHAIBHBIX JAHHBIX WM €ro MpPEeICTaBUTEIIO
uHpopMalKio 00 OCyIIeCTBIeMO UM 00pabOTKe MEPCOHATBHBIX JAHHBIX TAKOTO CyOBEKTa IO
3ampocy mocienHero B TeueHue 10 (mecartu) paboumx gHEH ¢ MOMeHTa oOpamieHus JTu0o
MOJyYEeHHUsl 3ampoca. YKa3aHHBIH CPOK MOXKET ObITh MpOiJieH, HO He Ooyiee yeM Ha 5 (TATb)
pabounx paHeW B ciydyae HampaBieHUs baHkom B aapec cyObekTa MEPCOHATIBHBIX JIaHHBIX
MOTHBUPOBAaHHOTO YBEIOMJIEHMsSI C YKa3aHHUEM IPUYMH MPOJUIEHUS CpOKa IIPEJOCTaBICHUS
3ampamrBaeMon HHPpOpMaIu.

3ampoc MpenocTaBiseTCs B IMPOU3BOJIBHOM MUCBMEHHOW ¢dopMe M JODKEH CoJepXkarb
CBEJICHUS, YKa3aHHbIC B 4acTu 3 cTaThil 14 denepanpHoro 3akoHa Ne 152-D3.
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bank mpenocTaBisieT CBeNeHUWs, yKa3aHHbIE B 4dacTh 7 crarbu 14 denepanbHOTO 3aKoHA
Ne 152-®3, cyOBbeKkTy mepcoHaNbHBIX JaHHBIX WIM €ro MPEACTaBUTENIO B TOW (Gopme, B KOTOPOU
HaIpaBJIeHbl COOTBETCTBYIOIIME oOpalleHue JInbo 3ampoc, eciii MHOe He YKa3aHO B OOpalieHuu
WK 3a1poce.

11.1.2. CyOBbeKT mepCcoHANbHBIX JaHHBIX BIIPaBe OOPATHTHCS MOBTOPHO B baHk wim
HAIIPABHUTh MMOBTOPHBIN 3aIPOC B LEJSAX MMOTYICHUS CBEICHUH, IPETyCMOTPEHHBIX YacThIO 7 CTaThU
14 ®denepansuoro 3akona Ne 152-d3, a takke B IEIsIX O3HAKOMIICHHS ¢ 0OpabaThIBAaEMBIMHU
MEPCOHAIBHBIMU JIAaHHBIMH B Cllydae, €clid Takuhe CBelcHWs u (wim) oOpabaThiBacMbie
NePCOHAIbHBIE JTaHHBIE HE ObUIM MPEJOCTaBICHBI €My JJI O3HAKOMIIEHHUS B MOJHOM oOBeMe 1o
pe3yibTaTaM pPAacCMOTPEHHUs TIEepPBOHAYAIBHOTO oOpamieHus. [loBTOpHBIA 3ampoc JOKEH
coJiep>kaTh 000CHOBAHKE €r0 MOBTOPHOT'O HApPaBICHHUS.

11.1.3. Ceeaecrust 00 oOpamieHusiXx CyOBEKTa IEepPCOHATBHBIX JaHHBIX (QHUKCHUPYIOTCS B
Kypuane yuera oOpamenuil rpaxaaH (CyOBbEKTOB MEpCOHANBHBIX MJAaHHBIX) IO BOIPOCAM
00paboTKK NepCoOHaIbHBIX NaHHBIX 10 Gopme [Tpunoxenns Ne 3 k [TonuTrke).

11.1.4. OGpaboTKy obOparieHuii cyObeKTOB MEPCOHANBHBIX JIAHHBIX OCYIIECTBISET PaOOTHUK
banka, Ha3HaueHHBIH OTBETCTBCHHBIM JIUIIOM 32 OPTaHU3AIMIO 00Pa0OTKH MIEPCOHABHBIX JTAHHBIX.

11.1.5. OTBeTCTBEHHOE JIMIIO 3a OpraHM3alyil0 O00pabOTKM TEPCOHAIBHBIX JIAHHBIX
paccMaTpuBaeT BO3MOXKHOCTh MPEIOCTABICHUS CYOBEKTY IMEPCOHATBHBIX JaHHBIX WHPOPMAIUU O
HAJIMYUU TIEPCOHATBHBIX JIaHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHAIbHBIX
JIAaHHBIX, O BO3MOYXHOCTHM O3HAaKOMJICHMS C HUMH Ha OCHOBAHMM 3aKOHOJaTenbcTBa Poccuiickoit
®enepaiyu, B TOM yucie nonoxkenusamu denepanbHoro 3akona Ne 152-D3.

11.1.6.Ilo pe3ynpTatam paccMoTpeHHst oOpamenuss B Ttedenne 10 paboumx el
OTBETCTBEHHOE JIMIIO 32 OPraHU3AIMI0 00PA0OTKH NEPCOHABHBIX JaHHbIX

e cooOmaer cyOBEKTY NEPCOHAIBHBIX aHHBIX WA €ro 3aKOHHOMY IPEIICTAaBUTEIIIO
UH(OPMAIIMIO 0 HATWMYUH TIEPCOHAIBHBIX JAHHBIX, OTHOCSAIIUXCS K COOTBETCTBYIOIIEMY CYOBEKTY
MEPCOHANBHBIX JTAHHBIX, & TAK)KE MPEAOCTABISIET BO3MOXKHOCTh O3HAKOMJICHHSI C TIEPCOHATBHBIMU
JAHHBIMH;

e 10O BHIHOCUT MOTHBUPOBAHHBIN OTKa3. B cmyuyae oTka3a B IpeqoCcTaBIeHUN CBEACHUI O
HAJIMYUU TIePCOHATBHBIX JAHHBIX B CPOK, He mpeBbimatonuii 10 pabounx nHel ¢ AaThl MONTy4YeHUS
3ampoca CyObheKTa IMEePCOHATBHBIX JAHHBIX WM CO JHS OOpamieHus CyOBheKTa MepCOHATBHBIX
JMaHHBIX, JaTh B MHUCHMEHHOW (OpME MOTHUBHUPOBAHHBI OTBET, COJEPKAIMI CCBHUIKY Ha
noJio’keHne yactu 8 cratbu 14 @eaepanpHoro 3axkona Ne 152-D3 uimu uHOTO (heiepaibHOTO 3aKOHA
Poccuiickoii @eneparuu, SBISIOIIEECS OCHOBAHUEM JIJISl TAKOTO OTKa3a.

11.1.7. B03MOXXHOCTb O03HAaKOMJICHHUSI C [E€PCOHAIbHBIMU JAHHBIMHU, OTHOCSIIUMUCS K
COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHANBHBIX JTAHHBIX, TPEIOCTABISAETCS CYOBEKTY MEPCOHAIBHBIX
JAHHBIX (€ro MpeICTaBUTEIN0) 0€3BO3ME3IHO.

11.1.8. B cpok, He mnpesbimatomumii 7/ (ceMu) paboumx AHEH CO JHS MPEIOCTABICHHS
CyOBEKTOM MEePCOHATBHBIX JIAHHBIX:

® CBEJCHHI, TMOATBEPkKAAMIINX, YTO TEPCOHAIBHBIC JIAaHHBIC SIBJISIOTCS HETOIHBIMH,
HETOYHBIMU WJIM HEAKTyalIbHBIMH, - baHk 00s13aH BHECTH B HUX HEOOXOAMMbIC U3MEHEHHS,

® CBCJCHMH, TOJATBEPKIAIONINX, YTO TEPCOHAIBHBIC IaHHBIC SBJISIOTCS HE3aKOHHO
MOJTYYEHHBIMH HJIU HE SBISIOTCS HEOOXOIMMBIMHE JIJIS 3asBIIEHHOM 11enu 00paboTku, - bank o00s13an
YHHUYTOXXUTH TaKWEe NIEPCOHAITLHBIC JTAHHBIC.

11.1.9. O BHeceHHBIX MU3MEHEHHUSAX U MPEeINpUHATHIX Mepax baHk yBemomisieT cyObekTa
MEPCOHAIBHBIX JIAHHBIX WJIH €ro 3aKOHHOTO TMPEJCTABUTENS] M TPETHUX JIUI, KOTOPBIM
MEPCOHAIBHBIE TaHHBIE TOTO CYObEKTa OBLIHN MEepPEIaHbI.

11.3. Mopsaok npeaocTaBjaeHusi HHGOPMAIUH MO 3aMPOCY NPABOMOYHBIX JIMII.

B ciydae ecnu 3ampoinieHHbIC aKITMOHEPOM M JIMIIAMH, PEATH3YIONIUM IpaBa Mo aKIHsIM, a
TakKe WX TPEACTaBUTENsM (Jajlee — MPaBOMOYHBIE JIMIIA) JOKYMEHTH baHka cojaepkar
NEepCOHAIbHBIE JaHHbIE W OTCYTCTBYET coOrjlacue CcyObeKTa TIEepCOHAJbHBIX IaHHBIX Ha UX
MPEIOCTaBIICHUE TPEThbUM JinliaM, baHk 00s3aH MPEIOCTaBUTh TIPABOMOYHOMY JIUITY 3aIPOIICHHBIE
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JOKYMCEHTBIL BaHKa, CKpbIB B HHX COOTBCTCTBYIOHIUMC IICPCOHAIIBHBIC MJAHHBIC 34 HWCKIOYCHHUEM
q)aMI/IJII/II/I, HMCHHU U OTUYCCTBA Cy6'b€KTa MNEPCOHAIBHBIX JAHHBIX.

12. PEAJIM3YEMBIE BAHKOM TPEBOBAHMUS K SAIUTE TIEPCOHAJIBHBIX
JAHHBIX

12.1. bank nDpUHHMaeT IMpaBOBbIE, OpPraHMU3AIlMOHHBIE M TEXHUYECKHUE Mepbl (Win
o0ecrieynBaeT WX NPUHATHE), HEOOXOIUMBIE W JOCTATOYHBIC JUII OOECIIEYEeHHUS HCIOTHEHUS
o0si3aHHOCTEH, TpeaycMOTpeHHbIX DenepanbHpiM  3aKkoHOM Ne 152-dO3 u  mnpuHATHIMEH B
COOTBETCTBUHM C HUM HOPMATUBHBIMU MPABOBBIMU aKTaMH, JJIS 3AIUTHI IEPCOHATBHBIX JAHHBIX OT
HENPAaBOMEPHOTO WJIM CIY4aHOTO JOCTYNa K HHUM, YHUYTOXKEHUS, U3MEHEHHs, OJIOKMPOBAHUSA,
KOIIMPOBaHUs, IPENOCTABICHUS, PACIPOCTPAHEHUS! IEPCOHAIBbHBIX JAHHBIX, a TAKXE OT MHBIX
HEIPABOMEPHBIX JIEHCTBUIN B OTHOILIEHUU NEPCOHAIBHBIX JAHHbBIX.

12.2. CocraB ykazanubix B nmyHkre 12.1. [Tonrutuku mMep, BKIIOYas UX COACpPKAHUE U BHIOOP
CPEICTB 3allUThl TMEPCOHANBHBIX JAHHBIX, OINPEAENSETCS BO BHYTPEHHUX HOPMATHUBHBIX
nokymMeHTax banka ucxonst u3 TpeboBaHMiA:

o OenepanbpHOro 3akoHa Ne 152-D3;

ernaBbl 14 Tpynosoro koaekca Poccuiickoit @enepannu;

e [locranoBnenus IIpaBurenbctBa Poccmiickoit @enepanuu ot 01.11.2012 Ne 1119 «OO6
YTBEP)KICHUH TpeOOBaHM K 3alIMTe TMEPCOHAIBHBIX JaHHBIX TpU HX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX Y,

e [Ipukaza ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yrBepkaenun CocraBa U comep KaHuUs
OpPTraHU3aIMOHHBIX U TEXHHUUYECKUX MEp MO 00ECTIeYeHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTke B UHYOPMALIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX);

e [locranoBnenus IlpaButenscTBa Poccuiickoit @eneparmmu ot 15.09.2008 Ne 687 «O06
yrBepxaeHun [lonoxenust 06 0co0eHHOCTSIX 00pabOTKN MEPCOHANBHBIX JaHHBIX, OCYILECTBISEMOM
0€e3 UCTIOIb30BaHMs CPEJCTB ABTOMATH3ALMH,

® UHBIX HOPMATHBHBIX NMpaBOBBIX akToB Poccuiickoit denepaunu 06 o6paboTke M 3amiuTe
NIEPCOHAIBHBIX JIAHHBIX.

12.3. B npeaycMOTpEHHBIX 3aKOHO/IATEICTBOM Cllydasix o0paboTKa MepCOHaIbHBIX JAHHBIX
ocymectBisiercs: bankom c cornacusi CyObeKTOB MEpCOHANbHBIX JaHHBIX.

baHkoM MpOM3BOAMTCS  YCTpPaHEHHWE  BBIABIEHHBIX HAPYIICHHH  3aKOHOAATEIhCTBA
Poccuiickoit deneparum 06 00padOTKE U 3aIIUTE TEPCOHATBHBIX JTAHHBIX.

12.4. XpaHeHue TEpPCOHAIBHBIX JAHHBIX OCYIIECTBIAETCS B (opMe, MO3BOJSAIOMIEH
onpeaenuTs CyObeKkTa NepCOHATbHBIX JTAHHBIX, HE JOJbIIE YE€M 3TOro TpeOyIoT Leau o0paboTKu
NEePCOHANBHBIX JAHHBIX, €CIIM CPOK XpaHEHUS He ycTaHOBiIeH DenepaibHbIM 3akoHOM Ne 152-D3,
JIOTOBOPOM, CTOPOHOM KOTOPOTO, BBIFOJONpPUOOpETATENEM WIH TMOPYYUTENIEM [0 KOTOPOMY
spisieTcsi CyOBeKT MepCoOHANbHBIX TAHHBIX.

12.5. bankoM ocymiecTBisieTcss O3HaKoMJeHHe PaboTHukoB baHka, HEMOCPEICTBEHHO
OCYILECTBIISIONIMX O00pabOTKY NEepCOHANbHBIX JaHHBIX, C TIOJOXEHUSAMH 3aKOHOAATEIbCTBA
Poccuiickoit ®denepanui 0 TEPCOHATBHBIX JAaHHBIX, B TOM YHCIE TPEOOBAHUSMU K 3aIlUTe
MEPCOHANBHBIX JTaHHBIX, [IOTUTHKOI ¥ MHBIMU BHYTPEHHUMH HOPMAaTHBHBIMH JOKYMeHTamMu banka
0 BOINpocaM 00pabOTKH NEPCOHATBHBIX NaHHBIX, M (UJIU) OOydeHHe yka3aHHBIX PaOOTHHKOB
Bbanka mo Bompocam 00paObOTKH U 3alTUTHI IEPCOHAIBHBIX JAaHHBIX.

12.6. Tlpu 00paboOTKe TIEpPCOHAIBHBIX JAaHHBIX C HMCIIOJIB30BAHHEM CPEJICTB aBTOMATH3AIHH
baHkoM, B 4aCTHOCTH, IPUMEHSIFOTCS CIEAYIOLIUE MEPHI:

1) HazHayaetcs OTBETCTBEHHBIN 3a OpraHU3alnio 00paboTKU MEPCOHANbHBIX JaHHBIX;

2) yTBepxkaarTcs (M3Jar0TCs) BHYTpEHHHE HOpMaTHBHBIE JOKYMEHTHl baHka mo Bompocam
00pabOTKM M 3alIUThl TIEPCOHATBHBIX JAHHBIX, OMPENCIAIONINE I KaKIOW [enu o0paboTKu
MEPCOHANBHBIX JaHHBIX KAaTeTOpUU U TEpevYeHb 00pabaThIBaEMBIX TEPCOHANBHBIX JTAaHHBIX,
KaTeropuy CyOBEKTOB, MEPCOHAIBHBIC JAaHHBIE KOTOPHIX 00pabaThIBAIOTCS, CIOCOOBI, CPOKH HX
00paboOTKM U XpaHEHUS, MOPSIOK YHUUTOKEHHUS MEPCOHATBHBIX TAHHBIX MPU JOCTHIKECHUH IIeNieh
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uX 00pabOTKH UM MPU HACTYIUUICHUM MHBIX 3aKOHHBIX OCHOBAHUM, B TOM UMCJI€ YCTaHABIIMBAIOIINE
npoIeyphl, HalpaBJIeHHbIE Ha IMPEeNOTBpAICHHEe W BbISBICHUE HAPYIICHWH 3aKOHOAATEIbCTBA
Poccuiickoiit denepaiuu, ycTpaHeHre MOCAEICTBUN TaKUX HAPYILICHUH;

3) NpPUMEHSIOTCS TPABOBbIC, OPraHU3ALUOHHBIC M TEXHUYECKUE MEpbl MO OOECICYCHUIO
0€30MacHOCTH TNEPCOHAIBHBIX JAHHBIX B COOTBETCTBMM cO crarthedl 19 denepanbHOro 3akoHa
Ne 152-03;

4) OCyYIIEeCTBIIETCS BHYTPCHHHUH KOHTPOJIb M (WJIM) aydUT COOTBETCTBHS 00pabOTKH
nepcoHaTbHBIX NaHHBIX DenepanbHOoMy 3akoHy Ne 152-D3 u mpHHSTEIM B COOTBETCTBHH C HUM
HOPMATUBHBIM MPABOBBIM aKTaM, TPEOOBAHUSAM K 3alUTE MEPCOHAIBHBIX NaHHBIX, [lonuTuke u
BHYTPEHHUM HOPMATHBHBIM JOKyMeHTaM baHka;

5) MPOBOAMTCA OIICHKA BPEJla, B COOTBETCTBUHU C TPeOOBaHUSAMH, YCTaHOBIEHHBIMU [Iprkazom
Pockomuamzopa ot 27.10.2022 Ne 178 «O06 yTBepx)aeHuu TpeOOBaHMIA K OIIEHKE Bpela, KOTOPBIN
MOJKET OBITh MPUYMHEH CYyOBbEKTaM IMEpPCOHANbHBIX JAHHBIX B ciy4yae HapyuieHus denepanbHOToO
3akoHa «O TePCOHANBHBIX JAHHBIX»», KOTOPBIH MOXKET ObITh NpuunHeH CyObheKkTaM MmepcoHaAIbHBIX
JMaHHBIX B ciiydyae Hapymenus dDenepanbHoro 3akoHa Ne 152-@3, ompexpensieTcsi COOTHOIICHHE
yKa3aHHOTO BpeJa M NMPHUHUMAaeMbIX BaHKOM Mep, HampaBJIEHHBIX Ha OOecreueHHe WCIOTHEHUS
o0s3aHHOCTEH, peaycMoTpeHHbIX DenepanbabiM 3akoHOM Ne 152-D3;

6) o3HakomiieHHE pa0OTHUKOB baHka, HENOCpPEeICTBEHHO OCYIIECTBISIIOIIMX OO0paboOTKy
MEPCOHANBHBIX JAaHHBIX, C TOJIOKEHUAMU 3aKoHojarenbcTBa Poccuiickoit ®expepamuu o
MEPCOHAIBHBIX JAHHBIX, B TOM 4YHCIE TpPEOOBAaHUSAMU K 3alUTE TICPCOHAIBHBIX JIAHHBIX,
JOKyMEHTaMH, OINpPENeSIONMMH TONMUTUKY baHka B OTHOIIEHMH O0OpabOTKHM NepCOHATbHBIX
JTAHHBIX, BHYTPCHHHMMH HOPMATHBHBIMH JOKyMeHTaMu baHka 1o Bompocam 00paboTku
MEPCOHANBHBIX JaHHBIX, U (MJIM) 00y4eHHe YKa3aHHbIX PAaOOTHUKOB.

12.7. Obecnieuenne 0€30MaCHOCTH TEPCOHAIBHBIX JTaHHBIX B baHke mpu mx oOpaboTke B
NCIIIH nocturaercst myTem:

1) onpenenenust yrpo3 6€30MacHOCTH MEPCOHANBHBIX JTaHHBIX Mpu ux o0padoTke B UCII/H.
Tun axTyandbHBIX YIpo3 O€30MacHOCTH TEPCOHANBHBIX JaHHBIX M HEOOXOIWMBIM YypOBEHBb
3alIUIIEHHOCTH TIEPCOHANBHBIX JaHHBIX ONPEACISIOTCS B COOTBETCTBHHM C TPEOOBaHHSIMHU
3akoHoaTenbcTBa Poccuiickoit denepaninu v ¢ y4eToM NMPOBEACHUS OLIEHKU BO3MOXKHOT'O BpEAa;

2) TpUMEHEHHUs OPTaHU3AIMOHHBIX M TEXHHYECKHX Mep MO o0ecredeHHio 0e301macHOCTH
MePCOHANBHBIX JaHHBIX MpHu uX 06padbotke B UCII/IH, HEOOXOAUMBIX IS BHIIOTHEHUS TPEOOBaHUN
K 3alliTe TEePCOHANBHBIX JaHHBIX, OOECIICYMBAIONINX OIPEICICHHBIE YPOBHHU 3aIIUIICHHOCTH
MEPCOHANBHBIX JAaHHBIX, BKJIOYas MPUMEHEHHE CPEACTB 3alIUThl HH(POPMAIMH, MPOIIEIIIHX
NpOIEeypy OLEHKHM COOTBETCTBHSA, KOT/Ia TPUMEHEHHWE TaKWX CpPEACTB HEOOXOIUMO s
HENTpaIu3auu aKTyalbHBIX YIPO3.

3) npuUMEHeHHs MPOUICIIINX B YCTAHOBJICHHOM IOPSIKE MPOIEIYP OIEHKA COOTBETCTBHUS
CPEJICTB 3alIUThl HHPOPMAIUY;

4) omeHkd A(PPEKTHUBHOCTH TPUHUMAEMBIX MeEp IO O0OECTeUYeHHI0 0e30MacHOCTH
MEePCOHANBHBIX JaHHBIX 10 BBoJA B dkcrutyaranuio MCII/H;

5) ydera MalTMHHBIX HOCUTEJEH MEPCOHATBHBIX JTaHHBIX;

6) obHapyxeHus: (PaKTOB HECAHKIIMOHHPOBAHHOTO OCTyNMa K MEPCOHATbHBIM JAHHBIM H
NPUHATHEM MeEp, B TOM YHCIE Mep IO OOHAPYXEHHIO, TMPEIyNPESKICHUI0 W JTHUKBUIANN
nocneAcTBuii KoMmmbioTepHbIXx aTak Ha MCII[lH u 1o pearmpoBaHUI0 HA KOMIIBIOTEPHBIE
WHITUICHTHI B HUX;

7) BOCCTAQHOBJICHHUS TMEPCOHATBHBIX JAHHBIX, MOAHU(PHUIIMPOBAHHBIX WIU YHUUYTOKCHHBIX
BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM;

8) ycTaHOBIICHUS MPaBUII IOCTYIA K IEPCOHATBHBIM JaHHBIM, oOpabateiBaembiM B ICIT/IH, a
TaKkKe OO0ECIIEYeHHUs] PETUCTpAIlMM M ydYeTa BCEeX JEHCTBHH, COBEPIIAEMBIX C TEPCOHATBHBIMA
nmaaaeiMu B UCITH;

9) KOHTpOJS 3a MPUHUMACMBIMH MEpaMU IO 00eCTeUYeHHI0 0e30MacHOCTH TMEPCOHAIBHBIX
JaHHBIX, ypoBHs 3amuiienHoctu UCIx.
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12.8. OOecneueHne 3amUTHl TEPCOHATBHBIX JaHHBIX B banke mpum wux oOpaboTke,
OCYIIECTBIIsIEMON 0€3 UCIOIB30BaHUS CPEICTB ABTOMATH3AIMH, JOCTUTACTCs, B YACTHOCTH, ITyTEM:

1) 060co0IeHHs TIEpCOHATBHBIX JAaHHBIX OT MHOM MH(OpMaIINH;

2) HenomyuieHUs (UKCAIlMM HA OJHOM MaTepHAIbHOM HOCHTEJE IMEPCOHAJIBHBIX JAHHBIX,
e 00paboTKU KOTOPBIX 3aBEJOMO HE COBMECTHMBIL;

3) ucnonbp30BaHUS OTICIBHBIX MaTepPUAIbHBIX HOCUTENEH sl 00pabOTKH KaKIOH KaTeropun
MEPCOHAIBHBIX JaHHBIX;

4) npuHATHS Mep MO OOECIEYEHHIO DPAa3/eNbHON 00pabOTKH MEePCOHATBHBIX TAHHBIX MPU
HECOBMECTUMOCTH IieJieli 00pabOTKM MepCOHANbHBIX JaHHBIX, 3a(UKCHPOBAaHHBIX Ha OJHOM
MaTepHaJIbHOM HOCHUTEJIE, €CIIM MaTepUAIbHBI HOCUTENh HE TO3BOJIIET OCYIIECTBIATh 00pabOTKY
NEPCOHAIBHBIX JaHHBIX OTAENBHO OT JPYruX 3apUKCUPOBAHHBIX HA TOM JKE€ HOCHUTENe
NEPCOHANBHBIX JaHHBIX;

5) cobmoenus TpeOOBaHUMN:

®K pa3fenbHONH 00paboTke 3aUKCHPOBAHHBIX HA OJHOM MAaTEepPHAIbHOM HOCHUTEIE
NEPCOHATBHBIX JAHHBIX U WH(POPMAILINY, HE OTHOCAIICHCS K IEPCOHATBHBIM JTAaHHBIM;

® YTOYHEHHIO TIEPCOHANILHBIX JAHHBIX;

® VHIUUTOKEHUIO U 00€3TMUMBAHUIO YACTH NEPCOHATIBHBIX IaHHBIX;

® ICTIOJIb30BAHUIO THIIOBBIX (OPM JIOKyMEHTOB, Xapakrtep HWH(GOpMAIMH B KOTOPBIX
IPEIOIaraeTCs WM TOIyCKAeTCs BKIIOYCHNE B HUX TEPCOHANBHBIX TaHHBIX;

® BEJICHUIO JKYPHAJOB, COJIEpXAalllUX IepPCOHAIbHbIE TaHHbIC, HEOOXOMMWMBIX IJIS BbLIAYU
OJIHOKpaTHBIX MporyckoB CyObeKTaM IMepCOHalIbHBIX JAaHHBIX B 3aHMMaeMble baHkOM 371aHUS U
MOMEIICHUS;

® XPAaHEHHUIO MEePCOHANBHBIX JaHHBIX, B TOM YHCJIE K 0OECIEUEHUIO Pa3/eIbHOT0 XpaHEHUS
MEPCOHANBHBIX JaHHBIX (MaTepHANbHBIX HOCHUTENEH), 00paboTKa KOTOPBIX OCYILECTBISETCS B
pa3MYHBIX MEJSAX, U YCTAaHOBJICHHUIO TEPEUHS JIMI, OCYIIECTBISIONINX 00pabOTKY MepCOHATBHBIX
JTAHHBIX JINOO MMEIOLIUX K HUM JJOCTYII.

13. JOCTYII K OBPABATBIBAEMBbIM BAHKOM INEPCOHAJIbBHBIM JJAHHBIM

13.1. Joctyn k oOpabaTbiBaeMbIM B baHke NepcOHaIbHBIM JIaHHBIM HMEIOT PAOOTHUKHU
banka, ymOJTHOMOYEHHBIE OPTaHU3AIMOHHO-PACHIOPSAUTENBHBIM JTOKYMEHTOM baHka, Iuia,
KOTOpbIM baHk mnopyuusio oOpaboTKy MepCOHANbHBIX JAaHHBIX HAa OCHOBAaHHM 3aKJIIOUEHHOI'O
JIOTOBOPA, a TAKXKE JINIIA, YbH IEPCOHATILHBIC TaHHBIE TTOJIEKAT 00paboTKe.

13.2. B umemax pasrpaHdyeHdss JlocTyna K 0OpabOTKe MEepCOHAIbHBIX JaHHBIX
OpPTraHW3allMOHHO — PACHOPSAWTENBHBIM JIOKYMEHTOM baHka ycTaHaBIMBaeTCsl TepeueHb
CTPYKTYPHBIX MOJpa3/ieneHuil 1 paboTHUKOB baHka, HOMyIIEHHBIX K 00paboTKe MEepCOHANbHBIX
JAHHBIX, C YKa3aHWEM NePCOHAIBHBIX JAaHHBIX, JOCTYI K KOTOPBIM pa3pelieH B HENSX BBITOTHEHHS
(GYHKIMOHATBHBIX 0053aHHOCTEH.

13.3. Jocrym PabGoraHmkoB banka K o00pa0OaTbiBaeMbIM MEPCOHAIBHBIM JTAHHBIM
OCYILECTBIISICTCSI B COOTBETCTBUU C HUX JODKHOCTHBIMU OOS3aHHOCTSIMM U TpeOOBaHHUSIMHU
BHYTPEHHUX HOPMAaTHBHBIX JOKYMEHTOB baHKa.

JonymienHple K 00paboTke NepcOHaNbHBIX JaHHbIX PabGoTtHukn banka mox pocnmch
3HAKOMSTCS ¢ BHYTPEHHUMH HOPMAaTHBHBIMH JTOKyMeHTaMH baHka, yCTaHABIUBAIOIIMMHU TIOPSIIOK
00pabOTKM TMEPCOHATBHBIX JAHHBIX, BKJIIOYas JOKYMEHTBI, YyCTAaHaBIMBAIOUIME IIpaBa U
00s13aHHOCTH KOHKpETHbIX PaboTHHKOB baHka.

13.4. Tlopsnok nocryna CyObekTa NMEepCOHAIBHBIX JAHHBIX K €ro MepCOHATBHBIM JIaHHBIM,
obpabaTteiBacMbiM baHkOM, ompezensercss B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoii
denepanu 1 BHyTPEHHUMH HOPMaTHBHBIMH JOKyMeHTaMu baHka.
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14. KOHOUJEHHUUAJIBHOCTbDb IIEPCOHAJIBHBIX IAHHBIX

14.1. TlepcoHanbHbIC JaHHBIE OTHOCSTCS K CBEACHUSAM KOH(MUICHIIMAIBLHOTO XapakTepa
OXpPaHSIOTCS B COOTBETCTBUM C BHYTPEHHHMM HOPMAaTHBHBIM JIOKyMeHTOM baHka mo 3amure
CBEJICHHI KOH(DUICHITUAIEHOTO XapaKTepa.

14.2. PexxuM KOH(UIEHIIMAIBHOCTH B OTHOIIEHUH ITEPCOHATBHBIX TAHHBIX CHUMAETCS:

® B CiIy4ae UX O0C3TMYMBAHUS,

® B JIPYrux Clly4asx, IpeAyCMOTPEHHBIX 3aKOHOIATENbCTBOM Poccuiickoi denepannu.

14.3. PabGornuku baHka, MMeErOIIME IOCTYNl K IEPCOHAIBHBIM JaHHBIM, B TOM YHCIIEC
OCYIIECTBIISIONIME UX 00paboOTKy, 00s3aHBI XpPaHUTh OAHKOBCKYI0 M KOMMEPYECKYHO TalHy B
COOTBETCTBUHU C 3aKOHOJaTelbcTBOM Poccuiickoit @enepaliii ¥ BHYTPEHHUMHU JOKYMEHTaMH
banka, a Taxxe:

e He pa3riamiarh MepCcoOHaIbHBIC JaHHBIC TPETHUM JIMIIAM, HE UMEIONUM B YCTAHOBICHHOM
MOpsIIKE TIpaBa OCTyNa K MepCOHATbHBIM JTaHHBIM, 00OpabaTeiBaeMbIM B baHke;

e He TepeaaBaTh U HE PACKPHIBATh TPETHUM JIUIIAM CBEJICHHUS O MIEPCOHATBHBIX JTAHHBIX;

e B Ciy4yac  IIONBITKH TPETBUX  JIMI[  TOJIYYUTh KOH(HUICHIUATbHBIC CBEICHUS
HEMEIJICHHO COOOIIUTh 00 MHITUICHTE YIIOJITHOMOUYEHHOMY pa0OTHUKY baHka;

® HE HCMOJIb30BaTh CBEJICHUS O MEPCOHATBHBIX TAHHBIX C LIEIbIO MOMYyYEHHS BBITOIBI.

15. OTBETCTBEHHOCTbD 3A HAPYIIEHUE HOPM, PET'YJIUPYIOLIUX
OBPABOTKY HNEPCOHAJIBHBIX JTAHHBIX

Pabotnuku banka, nmeromue J0CTyN K MEPCOHANBHBIM JaHHBIM U BHHOBHBIE B HAPYIICHUU
TpeOoBaHuil 3akoHoaTenbcTBa Poccuiickoit denepanuu, [TonuTHKNM 1 BHYTPEHHUX HOPMATHBHBIX
IokyMeHTOB banka, perymupyromux o00pabOTKy, 3allUTy MEPCOHANbHBIX JaHHBIX, HECYT
JUCIUIUIMHAPHYIO, aIMUHUCTPATUBHYIO, TPaXKAaHCKO-TIPAaBOBYIO WJIM YTOJOBHYIO OTBETCTBEHHOCTD
B COOTBETCTBUH C 3aKOHOATeNbCTBOM Poccuiickoit denepanumu.

16. BAKVIIOYUTEJIBHBIE MOJOKEHUSA

16.1. IlonuTHKa MOJIEKUT pa3MelleHHIo Ha ouimansHoM caiite banka B cetu MHTEpHeT.

16.2. TlonuTMka TPUMEHSETCS COBMECTHO C JAPYIMMH BHYTPEHHUMH HOPMAaTHBHBIMH
nokyMeHTamMu baHka, perynupyrommmu oOpaboTKy, 3allUTy NEPCOHAJIbHBIX JAHHBIX M 3aIIUTY
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

16.3. Bompocsl, He yperyaupoBaHHble B IlomuTuke, pemaroTcsi B COOTBETCTBHHM C
3akoHoAarenbcTBOM  Poccmiickoit  ®Denepanny, HOpPMAaTUBHbIMM —akTamMu banka Poccun,
PEryaupyromuMH  00paboTKy, 3allUTy MNEPCOHAJIBHBIX JAHHBIX M 3allUTy HH(POPMALMOHHON
0€30I1aCHOCTH.

16.4. IlonuTuka BCTymaeT B JeMCTBUE C MOMEHTa €ro YTBEPXKICHUS YMOJIHOMOYEHHBIM
opraHoM ympasieHuss banka nu0o ¢ 1aThl, yKa3aHHOH B COOTBETCTBYIOLEM pELICHUH OpraHa
ynpasieHus banka.

16.5. B cirydae, ecii ipu K3MEHEHHH 3aKOHOAaTeIbCTBA Poccuiickoii denepanuu oTaeIbHbIC
NyHKTBl [lONWTHKM BCTyNnamT B NPOTUBOPEUUS C JAHHBIMM H3MEHEHUSMH, TO ATH ITyHKTHI
yTpauMBaIOT CHIIY M 10 MOMEHTA BHECEHUSI COOTBETCTBYIOINX M3MeHeHull B [lonutuky PaboTHuku
banka pyKOBOJCTBYIOTCS 3aKOHOAATENLCTBOM Poccuiickon denepanuu.

16.7. Kontpomnb wucnomHeHuss TpeOoBanuii Ilommtukm ocymiectBisiercs OTBETCTBEHHBIM
JIMIIOM 3a OpraHMU3aLUI0 00pabOTKU MEPCOHANIBHBIX JTaHHBIX B baHke.
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Honumuxa 6 omuowenuu oopabomru nepcoranvuvix oannvix ¢ AO Kb « KOCMOCy

Ipuioxenne 1
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepcoHanbHbBIX JaHHBIX B AO Kb «KOCMOC»

COI'TACHUE HA OBPABOTKY NIEPCOHAJIBHBIX TIAHHBIX

r. Mocksa « » 20 T

s, )

(Damuusi, msi, OT4ECTBO MOIHOCTHIO)

cepus Ne , BBIJIaH
(BUJ IOKyMEHTa, YJ0CTOBEPSIOILErO JINYHOCTD)

(keM u Korja)

3aperucTpupoOBaHHbINI(as1) MO aapecy:

B COOTBETCTBUU €O cTaTthell 9 denepanbHoro 3akona Poccuiickoit ®eneparyu ot 27.07.2006 Ne 152-
®3 «O mepcoHANBHBIX JaHHBIX» JIAI0 CBOE corjiacne AKnuoHepHoMy oOmectBy Kommepueckomy OaHKY
«KOCMOCy, pacmonoxkenHoMy 1o aapecy: 123317, r. Mocksa, KpacHorBapaeiickuit OynmsBap, a. 7, ctp. 1
(manee - bank), Ha aBTOMaTU3WPOBaHHYIO, a TAKXKe 0€3 UCIOIB30BaHUS CPEJICTB aBTOMATH3AIMH 00paboTKy
MOHUX NEPCOHANBHBIX JAHHBIX, & UIMEHHO COBEPILICHHE NECUCTBHM, NPEAYyCMOTPEHHBIX MYHKTOM 3 CTaThu 3
®epnepanpHoro 3akoHa Poccuiickoit ®@enepaunn ot 27.07.2006 Neo 152-03 «O nepcOHaNbHBIX TaHHBIX)»
(BKTFOUAs TOSTyYCHUE OT MEHS W/WIIH OT JIFOOBIX TPETHUX JIHII).

1. [Tox mepcoHANBHBIME JTAHHBIMHU TIOHUMAaeTCs JTr00as HHQOpMaIKs, OTHOCSIIASCS K MOEU JTMIHOCTH,
B TOM YHCJIE: MOU (haMHIIUSA, UMS, OTYECTBO, TOJl, MECSI], YUCIO U MECTO POXKICHHS, aipec, CeMEUHOE,
colMajIbHOE, UMYIIECTBEHHOE MOJIOKEHUE, 00pa3oBanue, mpodeccusi, 10X0 bl U Jit00as uHas UHpopMaims,
OTHOCSIIASACA, JOCTYIHAs, 100 n3BecTHas baHKy B pe3yibTare Hallero COTPYJHHYECTBA B COOTBETCTBUU C
3aKJIFOYEHHBIMU JI0TOBOpamu (nanee — «llepcoHanbHbIe TaHHBIE).

2. Ilox 06padoTKoit Moux [lepcoHANBHBIX JAaHHBIX TOHUMAETCS: COOp, CUCTEMATH3aIINs, COCTABICHUE
MepeyHell, MapKUpOBKa, HAKOIUICHHWE, 3aliCh Ha DJJEKTPOHHBIE HOCUTENM, XpaHEHWE, YTOYHEHHE
(oOHOBIIEHUE, M3MEHEHHE), UCTIOIB30BAHNE, PACIPOCTpaHEeHHE (B TOM YHCIE Iepenady), 00e3InInBaHue,
0JIOKMpOBaHUE, YHUYTOXKECHHE, TPAaHCTpaHUUYHas nepenada [lepcoHabHBIX JTaHHBIX, KaK ¢ UCIIOJIb30BaHUEM
CPEJIICTB aBTOMATU3aIIMHU, TaK M 0€3 WX UCIIOJIb30BAaHUS, & TAK)KE OCYIICCTBIICHUE HWHBIX JICHCTBUN ¢ MOUMU
[lepcoHanbHBIMKA TaHHBIMH B COOTBETCTBUHU C 3aKOHOJATeNbCTBOM Poccuiickoit denepanuu mpu ycioBUU
coOronenus bankom koHUaeHIMATEHOCTH MOUX [lepCOHANIbHBIX JIaHHBIX.

3. Mou mnepcoHalibHbIe JaHHBIE MOTYT OBbITh PAacKpbIThI BaHKOM B HEOOXOAMMOM O0BEME TPETHUM
JUIaM TIPH HAJIMYUH 3aKOHHOTO OCHOBAHWUSI MPH 3aKIIOYSHUH, U3MEHEHHUHU, HCIIONTHEHUH WJIH PACTOPKEHHUU
JIOTOBOPOB MEXIy MHOW M BaHKOM, a Takke MpH HEOOXOJMMOCTH NpuBJeUeHUS BaHKOM TpeThUX JIHIl K
OKa3aHUIO YCIYI [0 COBEPIICHHWIO YKa3aHHBIX B NyHKTe 2 Hactosmero Corjacus JeWCTBUH C
[lepcoHanbHEIMM JaHHBIMH W/WIH TiepeAade baHkoM TpuHaAeKamuUX eMy (YHKIHHA ¥ MOJHOMOYHHA B
ctepe 06padoTku [lepcoHANBHBIX JAHHBIX TPETHUM JIUIAM.

4. Hacrosmiee Cornacue BCTymaeT B CHIIy ¢ MOMEHTA €ro MOJIMUCAHMS U JACHCTBYET 10 JHS OT3bIBA B
MMUCBMEHHOH (opme.

5. Ilocne mpekpalleHns COTpyIHUYECTBA MEXITy MHOW M BaHKOM, MperycMOTPEHHOTO JTOTOBOpaMH,
Mmou [lepcoHanbHbBIE JaHHBIE MOTYT HAXOJUThHCS Ha XpaHEHUU B baHke B apXMBHPOBAHHOM BHJIE B Ipeneiax
CPOKOB XpaHCHHUS JTOKYMEHTOB, IIPEIYCMOTPEHHBIX 3aKOHOATEIHCTBOM 00 apXwBHOM jeiie B Poccuiickoit
®depnepanuu.
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Honumuxa 6 omuowenuu oopabomru nepcoranvuvix oannvix ¢ AO Kb « KOCMOCy

IIpunoxenne 2
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepconanbHbBIX AaHHBIX B AO Kb «KOCMOC»

AKT 00 YHUYTOXKEHUHU NEePCOHAIbHBIX JAHHBIX
Ne OT «__ » 20__ropna

Kommccens, cosmannas mpukazoMm IIpeacemarens IlpaBmenns AO Kb «KOCMOC» (daktudaeckuit
anpec: T. MockBa, KpacHorBapmeiickuit 6-p, a. 7, momemenue 1/1) ot «JATA» «O moCTOSHHO
JICHCTBYIONICH KOMUCCUH 0 YHUYTOXCHUIO JTHOO OOC3JIMYMBAHHMIO MEPCOHANBHBIX JaHHBIX KIHUCHTOB IO
JIOCTHXKCHHH TIeJIel X 00pabOTKM» B COCTaBE:

dUO JomkHOCTD

[Ipencenarens
YeHBl KOMUCCUH

nposena ayauT B AO Kb «kKOCMOC» nepconanbsHbIX JaHHBIX (Hanee — [I/IH) u ycraHoBumia, 4TO, B
COOTBETCTBHH C TPEOOBAHUSAMH HOPMATHBHBIX IOKYMEHTOB 1o obpabotke I1/1H, ciemyrommas nHbopMars
MOJUICKUT YHHUYTOXKEHUIO:

Perucrpanuonnsiii | HaumenoBanue I11n, nonnexamue OcHoBanne s | Metoxn

/1 | HoMep ABC/noxymeHTa, YHUYTOXKEHHUIO YHUYTOXKEHUS YHUYTOXKEHUS
Hocurens [T/ coepKalux

yHuutoxaemble [1J1n

Bes momepa — RAID | AUC o6pabotku [11H [epconanpHbie qanHbIe: | JocTmkeHHEe Crupanue ¢

1 MmaccuBsbl cepBepoB | AO Kb «kKOCMOC» ®.1.0., Homep e 00paboTKH | 3TEKTPOHHOT
B AUC AO Kb OCHOBHOTO IOKYMEHTa, | HEPCOHAJIBHBIX | O HOCUTENS
«KOCMOC» YAOCTOBEPSIOILETO JAHHBIX

JMYHOCTH, CBEACHUS O
JlaTe BBIJaYd YKa3aHHOTO
JOKYMEHTA 1 BbIJaBIICM
€ro oprase, ajzpec
perucTpanuu 1o Mecty
)kutenbctBa, MHH,
HoMmep TenedoHa, aapec
3JIEKTPOHHOU MOYTHI

®UO cyObeKTOB, YbH
Ne NEpCOHAJIbHBIC JaHHbIC OBLIN
n/n YHUYTOKCHBI
dUO1
1
DdUO2
2
®UO...
3
[Ipencenarens KoMHUCCUU: / /
Ys1eHbI KOMHCCHH: / /

Hacrosmuii AKT cocTaBiieH B €IMHCTBEHHOM 9K3EMILLIpE, XpaHsIieMcs B: Y IpaBieHUN HHOOPMAaLMOHHOM
0€3011acHOCTH, CPOK XPAHEHHSI 10 «  » 20 ropma
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IMpunoxenne 3
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepconanbHbEIX JaHHBIX B AO Kb «KOCMOC»

KypHau ydera oOpameHnii rpakaaH (Cy0beKTOB MePCOHAIbHBIX JaHHBIX) 110 BONIPOCAM

Kypnan nauar "

00padoOTKM MEePCOHATBHBIX JAHHbIX

B AO Kb «KOCMOC»

20 _r. XKypnan zaBepuieH "

/®UNO moisKHOCTHOTO auLa/

20 r.

/@O poimxHOCTHOrO IULa/

Ha JIICTax

N | Ceenenus o Kpatkoe |Lens OtMeTKa 0 Homep u nata | [lognuce IIpumeuan

1/ |3ampammBaionl | coaepikaH |oOpallleH |NpemocTaBieH |IOKYMEHTa O | OTBETCTBEHHO |He

o |em ne ust un nepenaye ro

cyonexte [1/IH | oOpamienn urdopmaruu | uaGopMmarmu/ | Iuia 3a
s WK 00 oTKaze B MPEI0CTABIICH
OTKa3e B ee NpPEAOCTaBIICH | Ue
NPEIOCTABICH | UM nHpOpMaLUI
uu uHQOpMaITUH
1 2 3 4 5 6 7 8
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